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1
Decision/action requested

SA3 is kindly requested to approve the proposed updates to solution #14
2
References

[1]
3GPP TR 23.700-91 Study on enablers for network automation for the 5G System
[2]
3GPP TS 23.288 Architecture enhancements for 5G System (5GS) to support network data analytics services
3
Rationale

This contribution proposes to delete the Editor’s Notes in solution #14. 

Editor’s Note: This solution is to be revisited and re-evaluated if the KI is updated due to ongoing SA2 discussion on authorization based on model ID.
Model ID was discussed in the study of 23.700-91[1] but is not pursued in the normative work in TS 23.288 [2], hence this contribution propose to delete it. 
Editor’s Note: Futher evaluation is FFS.
The proposed solution is quite straightforward and no further evaluation is expected, therefore this contribution also proposes to delete the EN.
4
Detailed proposal

************************* Start of Change *****************************************
6.14
Solution #14: Solution to ML restrictive transfer

6.14.1
Introduction 

This contribution proposes a solution to key issue #3.3, Ensuring restrictive transfer of ML models between authorized NWDAF instances. 

This solution leverages existing SBA authorization to fulfil the requirement, i.e. “only authorized NWDAF instances should be allowed to consume ML models from other NWDAF instances.”
6.14.2
Solution details
The solution is predcicated on that NDWAFs instances that are allowed to share the ML models are placed in the same set.  The existing SBA authorization mechanism is then re-used. 

Access Token Request
When a service consumer NWDAF requests a token from NRF to access the service from an expected service provider NWDAF for ML provisioning or subscription, the NRF includes in the access token the NF Set ID of the expected service provider NWDAF, as specified in clause 13.4.1.1 of TS 33.501[8]. 

Service Request
When the service consumer NWDAF request to access the service for ML provisioning or subscription from the service provider NWDAF, the service consumer sends, among others, the access token obtained from NRF which includes the NF Set ID of the expected service provider NWDAF.

The service provider NWDAF then checks that the NF Set ID in the access token matches its own NF Set ID, as specified in clause 13.4.1.1 of TS 33.501 [8]. If the check fails, then the service consumer NWDAF is denied of the requested service.


6.14.3
System impact 

There is no system impact.
6.14.4
Evaluation 

This solution requires that NWDAF instances that are allowed to share ML models are placed in the same NF set. 

The solution fulfils the security requirement of the key issue #3.3. 


************************* End of Change *****************************************

