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1
Decision/action requested

This contribution proposes to introduce a new key issue on NF Domain granularity authorization.
2
References

[1]
3GPP TS 29.510 5G System; Network Function Repository Services; Stage 3; (Release 17)
3
Rationale

Currently, operators may divide different networks into different domains during network deployment, for example, the operators may deploy multiple UDMs and UDRs in the same PLMN. The UDRs have certain area restrictions on UDM access (e.g. only the UDMs in one region can access the data stored in the UDR in same region).

As specified in TS 29.510, the access token request sent from NF Service Consumer may contain FQDN of the NF Service Consumer, which may be used by the NRF to validate that the requester NF service consumer is allowed to access the target NF Service Producer. The NRF shall determine whether the NF Service Consumer is authorized to access the NF Service Producer by checking whether FQDN of the NF Service Consumer is included in the allowed Nf Domains of NF Service Producer. If the authorization is successful, the access token does not contain the domain information (e.g. FQDN) of the NF Service Consumer. The NF producer cannot verify authenticity of the FQDN in the NF Service Consumer in the service request or subscription request. If the requester FQDN in the service request is tampered, the NF producer may return a service response or a service notification to the malicious FQDN, resulting sensitive information leaked to unauthorized NFs. Therefore, the NF Domain granularity authorization in 5GS shall be studied.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the 1st change ****************

5.X
Key issue #X: NF Domain granularity authorization
5.X.1
Key issue details 

As specified in TS 29.510, the access token request sent from NF Service Consumer may contain FQDN of the NF Service Consumer, which may be used by the NRF to validate that the requester NF service consumer is allowed to access the target NF Service Producer. An access token request should be rejected if the requester NF is not allowed to access the target NF based on the authorization parameters in the NF profile of the target NF. The authorization parameters in NF Profile are those used by NRF to determine whether a given NF Instance / NF Service Instance can be discovered by an NF Service Consumer in order to consume its offered services (e.g. "allowedNfTypes", "allowedNfDomains", etc.). If the authorization is successful, the access token does not contain the domain information (e.g. FQDN) of the NF Service Consumer.
This KI is to further study the NF Domain granularity authorization in the scenario of multiple NF domains deployment.

5.X.2
Threats

An attacker may control an NF Service Consumer to request a token using the real FQDN of the NF Service Consumer. If the real FQDN of the NF Service Consumer in the token request contains in the allowed Nf Domains of the NF Service Producer. The NRF may generate an access token without any domain information (e.g. FQDN) of the NF Service Consumer. Then the attacker can send a service request or subscription request to the NF Service Producer with a tampered FQDN (e.g. FQDN of a malicious NF). Since the token does not include the FQDN of the NF Service Consumer, the NF Service Producer cannot verify authenticity of the FQDN in the NF Service Consumer in the service request or subscription request. In this case, the NF Service Producer may return a service response or a service notification to the malicious FQDN, resulting sensitive information leaked to unauthorized NFs.
An example specified in “5.2.2.6.3      Stateless UDM subscribes to notifications to UDR” in TS 29.504: 

“The stateless UDM sends a POST request to the UDR to subscribe to the notifications.

         The SubData in the POST request body shall indicate the same data for which a change will trigger a notification.

         The SubData in the POST request body shall contain a callbackReference URI to which the notifications will be sent to. The host part of the callbackReference URI shall be set to the FQDN of the UDM set to which the stateless UDM belongs.”
In this example, the stateless UDM sends it’s FQDN as the callbackReference URI to UDR for subscribe to the notifications. If the UDM as Consumer sends a tamper FQDN in the subscription request to the UDR, and the UDR doesn’t check the authentic of the FQDN, the UDR may response the notification to the malicious FQDN, resulting sensitive information leaked to unauthorized NFs.
5.X.3
Potential security requirements 

5GS shall support the NF Domain granularity authorization in the scenario of multiple NF domains deployment.
*************** End of the 1st change ****************

