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1	Decision/action requested
Endorse the recommendation on UE capabilities indication in UPU
2	References

3	Rationale
There are two LSs exchanged between CT1, SA2, and SA3 on the issue of UE capabilities indication in UPU.
In S2-2101072, it is required by SA2 to expand current UPU to support the provision of new UE parameters (i.e. NSSAA credentials, PDU authentication credentials, Preferred SNPN and Group ID list), in addition to Routing ID and Default S-NSSAI. The UE support of new parameters is deemed optional. Therefore, there is a need for an indication of UE support for eah of the new parameters to UDM. SA2 requests that CT1 and SA3 find a solution for indicating to UDM the UE’s capabilities to support the new parameters in Rel-17. 
C1-212599 proposes two alternative procedures to carry the supported UE parameters update data set types:
Alternative-1: in the UPU transparent container carrying the UPU acknowledgement; or
Alternative-2: in the registration request message during the registration procedure.
4	Discussion
The UPU security procedure specified by SA3 intend to protect the following security protection for UPU data: 
1) Tampering prevention by calculating the MAC with the UPU data;
2) Loss prevention by requiring a protected ACK indication from UE. 
As a result, malicious UPU data tampering and discarding by vPLMN can be detected by hPLMN. 
Assuming the UE capabilities indication sent by UE is “Parameter_type_A-supported” and considering the following attacks:
1) The vPLMN tampers “Parameter_type_A-supported” to “Parameter_type_B-supported”
2) The vPLMN discards the “Parameter_type_A-supported” indication
In both attacks, the hPLMN will be misled to believe that the UE cannot support UPU of type A and not send the UPU data of type A to UE. It will achieve the same effect as discarding the UPU data of type A, i.e., violate the second aspect of security consideration in UPU procedure.
Therefore, from security perspective, the UE capabilities indication sent by UE shall be protected from tampering and discarding. 
Based on the above analysis, further details are added in the two alternatives proposed by CT1. 
Alternative-1: UE sends capabilities together with UPU ACK


Step 1~5: The only change is that the UDM shall always require an ACK from UE, otherwise, the vPLMN can discard the reported capabilities. 
NOTE1:	According to Annex A.19 of 33.501, the UE Parameters Update Data is a mandatory input in UPU-MAC-IAUSF generation. In addition, upuDataList is also a mandatory parameter in UPU protection service which includes a secured packed with the Routing indicator update data and/or the Default configured NSSAI update data according to 6.3.6.2.2 of 29.509. Therefore, the UDM cannot send empty UPU list in the same way as SoR list (the SoR-MAC-IAUSF can be calculated without SoR list according to Annex A.17 of 33.501). Otherwise, the R15/16 UE will discard the UPU message with empty payload. Then the UDM cannot differentiate whether the discarding is caused by R15/16 UE or by malicious AMF.
Step 6~8: On receiving an UPU message, the UE first verify the UPU-MAC-IAUSF and calculate the UPU-MAC-IUE with the supported UE parameters update data set types. Then, the UE, if support new parameters, shall put the supported UE parameters update data set types and the UPU-MAC-IUE in the UPU transparent container carrying the UPU acknowledgement. 
Step 9: If there is no additional capabilities, the UDM shall compare the received UPU-MAC-IUE with stored UPU-XMAC-IUE; otherwise, it shall omit the stored UPU-XMAC-IUE and require further verification from AUSF, as in step 10~13.
Step 10~13: The UDM shall send the supported UE parameters update data set types and the UPU-MAC-IUE to AUSF to verify the MAC. The AUSF shall also calculate the UPU-MAC-IUE with the supported UE parameters update data set types and compare it with the received one. On receiving a successful verification result from AUSF, the UDM shall store the supported UE parameters update data set types.
Alternative-2: UE sends capapbilities in registration procedure


[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Step 1~2: The UE shall calculate the UPU-MAC-IUE with the supported UE parameters update data set types. Then, the UE shall put the supported UE parameters update data set types, an ACK indication if an acknowledgement is required from the UDM and the UPUC-MAC-IUE in an UPU transparent container carried in registration procedure (i.e. in either the registration request with integrity protection or NAS Security Mode complete). The UPU transparent container is forwarded to the UDM. 
Step 3~5: The UDM shall send the supported UE parameters update data set types and the UPUC-MAC-IUE to AUSF to verify the MAC. If an ACK indication is included the UDM shall also send the ACK indication to AUSF to get UPUC-MAC-IAUSF. After a successful verification result from AUSF, the UDM shall store the supported UE parameters update data set types. 
Step 6~8: If an acknowledgement is required, the UDM shall send the ACK and the UPUC-MAC-IAUSF to UE. The UE shall verify it accordingly.
4.1 	Evaluations of the two alternatives
	Alternative
	Workable evaluation

	Alternative-1：
in the UPU transparent container carrying the UPU acknowledgement
	· Case1: The UDM has no new UPU parameters to be sent. 
· Case 2: The default configured NSSAI and the Routing ID are not supported in SNPN (according to CT1’s LS)
In both cases, there will be no UPU procedure to trigger the reporting procedure.
NOTE: The UE Parameters Update Data is mandatary input for the UDM to obtain the UPU-MAC-IAUSF and CounterUPU from the AUSF, i.e., UDM cannot trigger an empty UPU procedure. (As can be seen from A.19 in TS 33.501)

	Alternative-2：
in the registration request message during the registration procedure
	It can work in all cases.


A.19 UPU-MAC-IAUSF generation function
When deriving a UPU-MAC-IAUSF from KAUSF, the following parameters shall be used to form the input S to the KDF.
-	FC = 0x7B,
-	P0 = UE Parameters Update Data,
-	L0 = length of UE Parameters Update Data 
- 	P1 = CounterUPU
-	L1 = length of CounterUPU
The input key Key shall be KAUSF. 
The UPU-MAC-IAUSF is identified with the 128 least significant bits of the output of the KDF.
4.2 	Recommendation
Since alternative-1 can not work in some cases, it’s proposed to move forward with alternative-2 with some security enhancements. It is proposed to send a LS to CT1 and SA2 with Alternative 2 being the agreed solution by SA3. 
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