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1
Decision/action requested

This proposes to get consensus of the bidding down attack risks during one-to-one communication establishment
2
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3
Rationale

Security requirements relate to MitM and bidding down attacks are specified in the Key Issue #12:

The one-to-one communication link security establishment shall be protected from MitM attacks.

The initiating UE and peer UE shall provide a means to mitigate establishing unprotected connection caused by bidding-down attack.

Due to the fact that the eV2X based unicast mechanism is reused in several solutions in TR 33.847 [1]. This discussion paper aims to rise the discussion about the weaknesses of the eV2X mechanism under bidding down and/or MitM attacks. Hopefully this discussion can establish consensus of the bidding down attack risks, thus solutions for Key Issue #12 that prevent the bidding down attack can be used during the normative phase to fix the risk.
4
Discussion
The following two security requirements are listed in the Key Issue #12 (Security of one-to-one communication over PC5). 

‘The one-to-one communication link security establishment shall be protected from MitM attacks’.

‘The initiating UE and peer UE shall provide a means to mitigate establishing unprotected connection caused by bidding down attack’ 
Security of one-to-one communication establishment procedures in eV2X scenario (hereinafter called: eV2X mechanism) is specified in TS 33.536 [2]. Security flexibility is provided by introducing on-demand signalling and user plane PC5 one-to-one communication security policy negotiations in the eV2X mechanism. This allows both UEs in the one-to-one communication use ‘PREFERRED’ signalling and/or user plane security policies (hereinafter called: double PREFERRED). The ‘double PREFERRED’ situation and the handling mechanism are specified in TS 33.536 [2]: 

NOTE: When both UE’s signalling and the user plane security policies are PREFERRED, the receiving UE sets the confidentiality and/or integrity protection to on. There might be UE constraints limiting the enablement of confidentiality and/or integrity protection, e.g. UE hardware platform resource constraints/limitations.
That means the security protection is activated except for the UE constraints/limitations. However the eV2X mechanism allows attackers to force to deactivate the security protection by bidding down attacking the unicast link, other than under the situation of UE constraints/limitations:
1. Based on the unicast mechanism in TS 33.536 [2], a man-in-the-middle attacker can modify the signalling integrity policy of ‘PREFERRED’ to ‘NOT NEEDED’ when an initiate UE sends a Direct Communication Request with a ‘PREFERRED’ signalling integrity policy to a receiving UE. 
2. Step 1 will cause the receiving UE with ‘PREFERRED’ signalling integrity policy to determine no signalling integrity protection (further leads no security on the entire link) even if the receiving UE has the ability to activate the signalling protection. 
3. After step 1&2, the attacker can further change the signalling integrity protection from ‘NOT NEEDED’ back to ‘PREFERRED’ in the Direct Security Mode Command message, because there is no integrity protection on the Direct Security Mode Command message.
The above attack is considered as a bidding down and/or MitM attack, as the security is deactivated by the bidding down attack, instead under the situation of UE constraints/limitations. Based on the TS 33.536 [2], this further results in no Direct Authentication and Key Establishment (key derivation), unprotected signalling and unprotected user plane.
Due to the fact that the eV2X based unicast mechanism is reused in several solutions in TR 33.847 [1]. This discussion paper also includes the list of solutions (listed below) reusing eV2X mechanism explicitly which may suffer from bidding down attack:
	Sol num
	Procedures that reuse the eV2X mechanism in TS 33.536 [2]
	Potential risk if reuses the eV2X mechanism in TS 33.536 [2]

	#1
	a. Key derivation/Key hierarchy
	a. N/A. Only reuses the key derivation algorithms.

	#10
	a. Security capabilities & security policies in DCR

b. Key derivation/Key hierarchy

c. DSM Command protection mechanism
	a. Potential bidding-down attack to change the policies in DCR. Bidding down attack may deactivate the security of the link and no key derivation under unprotected one-to-one link. Further makes no Direct Authentication and key establishment (step 2-12 are not executed).
b. N/A. Only reuses the key derivation algorithms.

c. N/A. Only reuses the security protection (confidentiality/integrity) algorithms.

	#15
	a. Key derivation

b. DSM Complete protection mechanism
	a. N/A. Only reuses the key derivation algorithms.
b. N/A. Only reuses the security protection (confidentiality/integrity) algorithms.

	#16
	a. Entire one-to-one communication procedures
	a. Bidding down attack may deactivate the security of the link and no key derivation under unprotected one-to-one link.

	#29
	a. Entire one-to-one communication procedures
	a. Bidding down attack may deactivate the security of the link and no key derivation under unprotected one-to-one link. Further makes no Direct Authentication and key establishment (step 7-18 are not executed).
NOTE: one-to-one security mechanism based on the conclusion of KI#12

	#30
	a. Entire one-to-one communication procedures
	a. Bidding down attack may deactivate the security of the link and no key derivation under unprotected one-to-one link. Further makes no Direct Authentication and key establishment (step 2-15 are not executed).
NOTE: one-to-one security mechanism based on the conclusion of KI#12

	#32
	a. An example to say the one-to-one communication procedures reuses eV2X mechanism
	a. Bidding down attack may deactivate the security of the link and no key derivation under unprotected one-to-one link, further makes no Direct Authentication and key establishment (step 3b-6 are not executed), if reuse the eV2X mechanism.


Apart from the solution above, all the other solutions involve the PC5 one-to-one communication suffers from the bidding down attack if the eV2X mechanism reuses.

Based on the above analysis the following recommendations are proposed:
· eV2X mechanism is considered to not able to prevent the bidding down and/or MitM attack in ProSe study.

· Recommend considering solution/mechanism that prevents the bidding down and/or MitM attack mentioned above.
5
Proposal

It is proposed to treat the eV2X mechanism has bidding down risk in ProSe study, and to consider the solutions that prevent the bidding down attacks as normative work.
