3GPP TSG-SA3 Meeting #104-e 
S3-212561
e-meeting, 16 - 27 August 2021










Revision of S3-20xxxx
Source:
ZTE
Title:
Update the evaluation of solution #11
Document for:
Approval

Agenda Item:
5.17
1
Decision/action requested

This contribution proposes to update the evaluation of solution #11.
2
References

[1]
3GPP TR 33.64 "Study on the security of Access and Mobility Management Function (AMF) re-allocation".

3
Rationale

This contribution proposes to remove the EN about GUTI collision issue in the evaluation of solution #11. 

When the UE_A has a valid 5G-GUTI which is assigned by the iAMF, the UE_A has a valid 5G NAS security context. The message UE_A sends to target AMF will be integrated protected. If tAMF has already assigned the 5G-GUTI for an UE_B, the 5G-GUTI collision issue happen. 

In our opinion, tAMF use the 5G-GUTI find the UE context (UE_B)  is different from the UE context (UE_A),  which UE_A used to integrate protect the initial UE message. So the integrate check can not pass. The tAMF will ask for SUCI and run primary authentication for the UE_A. And the tAMF may assign a new 5G-GUTI for the UE_A. As the tAMF does not remove the original 5G-GUTI, so the GUTI collision issue has no impact on the UE_B.
4
Detailed proposal

**** 1st CHANGE **** 

6.11.3
Evaluation

This solution  reuse the existed UE Configuration Update Command message to trigger the UE to start a new registration procedure. After initial AMF sends a UE Configuration Update Command message to the UE, the initial AMF and UE release the N1 NAS signalling connection. UE will start a new registration procedure. As the N1 NAS signalling connection is released, so the UE can accept the unprotected NAS message.
This solution has the following impact:

UE: 
Editor's Note : The impact on UE is FFS.

AMF:

-
The initial AMF need to trigger the new registration. 

RAN:

-
This solution has no impact on RAN. 

Editor's Note: Analysis of the solution with respect to the connectivity cases in clause 4.3 is FFS.

Editor's Note: Legacy UE handling and UE capability to handle this procedure is FFS


Editor's Note: Whether this solution is applicable to the key issue is FFS. This solution does not conform to SA2 procedure.

Editor's Note: Further evaluation is FFS
**** END OF CHANGES ****

