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1
Decision/action requested

Conclusions on key issue 3.2 SUPI guessing attacks.
2
References

[1]
3GPP TR 33.846 v0.12.0 
3
Rationale

This contribution proposes to add a conclusion on key issue 3.2 SUPI guessing attacks.
Solution 3.2 proposes to introduce a random Check Value behind SUPI to mitigate the SUPI guessing attacks, which make up for the length and increase the difficulty of SUPI guessing. 

This solution requires changes on the USIM and the UDM. It doesn’t take long term key for other uses or have security issue for legitimate UE with valid SUPI.
4
Detailed proposal

**** START OF CHANGES ****
7.3.2
Conclusion on key issue #3.2: SUPI guessing attacks
Solution #3.2: Adding Check Value behind SUPI to mitigate the SUPI guessing attacks can be chosen as basis for normative work.

**** END OF CHANGES ****
