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*** 1st CHANGE***
[bookmark: _Toc75356767]B.1.3	Shared key-based mutual authentication between UE and AF
[bookmark: _Toc75356768]B.1.3.1	General
The following clause provides the changes needed to adapt the Ua protocol given in clause 5.4 of TS 33.222 [7] to work with a KAF derived using the AKMA procedures.
[bookmark: _Toc75356769]B.1.3.2	TLS 1.2 Procedures
The procedures follow those given in clause 5.4.0.1 of TS 33.222 [7] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [4]), with the following changes.
At step 2, the AF shall include a constant string "3GPP-AKMA" is used as PSK-identity hint to indicate that AKMA based keying is supported.
At step 3, the UE may use an AKMA generated key if support was indicated by the AF (even if GBA-based were also indicated as supported by the AF). To use as AKMA generated key, the UE shall TLS premaster secret from KAF and shall send a ClientKeyExchange message including a PSK identity consisting of "3GPP-AKMA" and the A-KID. If the UE does not have a valid AKMA-based shared secret, UE shall indicate the KAUSF invalid.
At step 4, if the AF receives the "3GPP-AKMA" prefix and the A-KID in the ClientKeyExchange messages it fetches the AF specific shared secret (KAF) from the AAnF using the A-KID. The AF shall derive the TLS premaster secret from the AF specific key (KAF).
B.1.3.X	TLS 1.3 
The procedures follow those given in clause 5.4.0.2 of TS 33.222 [7] with the AKMA AF taking the role of the NAF from GBA (see TS 33.220 [4]), with the following changes.
At step 1, when a UE contacts an AF, it may indicate to the AF that it supports TLS with PSK authentication in the ClientHello message. The UE shall indicate support of authentication methods other than PSK in the ClientHello message. The UE shall send the hostname of the AF using the server_name extension to the ClientHello message according to TLS extensions.
If the UE does not have a valid AKMA-based shared secret, UE shall indicate the KAUSF invalid.
The AF shall include a constant string "3GPP-AKMA" is used as PSK-identity name space to indicate that AKMA based keying is supported, and the A-KID.
At step 2, the UE may use an AKMA generated key if support was indicated by the AF (even if GBA-based were also indicated as supported by the AF). To use as AKMA generated key, the UE shall TLS premaster secret from KAF and shall send a ClientKeyExchange message including a PSK identity consisting of "3GPP-AKMA" and the A-KID.
If the AF receives the "3GPP-AKMA" prefix and the A-KID in the ClientKeyExchange messages it fetches the AF specific shared secret (KAF) from the AAnF using the A-KID. The AF shall derive the TLS premaster secret from the AF specific key (KAF).
*** END OF CHANGES***
