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*** 1st CHANGE***
[bookmark: _Toc75356725][bookmark: _Toc42177177][bookmark: _Toc42246803][bookmark: _Toc42179530][bookmark: _Toc51245738]4.4.1	Requirements on Ua* reference point
The Ua* reference point is application specific. The generic requirements for Ua* are:
-	Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 
-	the UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key.
NOTE 1:	The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
[bookmark: _Toc42177178]NOTE 2:	Specifying Ua* protocol identifier is not considered in the present document.
-	The Ua* protocol shall be able to handle the expiration of KAF.
*** NEXT CHANGE***
[bookmark: _Toc75356731][bookmark: _Toc42177182][bookmark: _Toc42246807][bookmark: _Toc42179534][bookmark: _Toc51245742][bookmark: _Toc42179538][bookmark: _Toc42246811][bookmark: _Toc42177186][bookmark: _Toc67392327][bookmark: _Toc51245746]5.2	AKMA key lifetimes
The KAKMA and A-KID are valid until the next successful primary authentication is performed (implicit lifetime), in which case the KAKMA and A-KID are replaced. 
AKMA Application Keys KAF shall use explicit lifetimes based on the operator's policy. The lifetime of KAF shall be sent by the AAnF as described in clauses 6.2 and 6.3. In case that a new AKMA Anchor Key KAKMA is established, the AKMA Application Key KAF can continue to be used until its lifetime expires or local policy in AF. If the UE sends the Service esatablishment Request as described in clauses 6.2 to the AF,When  and the KAF lifetime is expiresexpired or is indicated invalid by local policy in AF, the AF shall reject the request with an error cause.a new AKMA Application Key is established based on the current AKMA Anchor Key KAKMA.
NOTE: When the KAF lifetime expire and the KAKMA does not change in AAnF, according to the Annex A.4, the AKMA Application Key which is established based on the current AKMA Anchor Key KAKMA is not a new one.
*** NEXT CHANGE***
[bookmark: _Toc75356734][bookmark: _Toc51245745][bookmark: _Toc42179537][bookmark: _Toc42246810][bookmark: _Toc42177185]6.2	Deriving AKMA Application Key for a specific AF
Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from the AAnF, when the AF is located inside the operator's network.


Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 
1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment Request message. UE may derive KAF before sending the message or afterwards.
2.	If the KAF associated with the A-KID is invalid, the AF shall continue with step 5 with an error cause. If the AF does not have an active context associated with the A-KID, then the AF selects the AAnF as defined in clause 6.7, and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the KAF for the UE. The AF also includes its identity (AF_ID) in the request.
AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the AF will use with the UE.
The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information or policy provided by the NRF using the AF_ID. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.
	If KAKMA is present in AAnF, the AAnF shall continue with step 3. 
	If KAKMA is not present in the AAnF, the AAnF shall continue with step 4 with an error response.
3.	The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 
	The key derivation of KAF shall be performed as specified in Annex A.4. 
4.	The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AF with KAF and the KAF expiration time.
5.	The AF sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request and the information in step 2 indicates KAF invalid, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID different from step1 to the AKMA AF or delete the ngKSI due to the KAUSF invalid.
*** NEXT CHANGE***
[bookmark: _Toc42246814][bookmark: _Toc42179541][bookmark: _Toc42177189][bookmark: _Toc75356738][bookmark: _Toc51245749][bookmark: _Toc67392337]6.4.2	KAF re-keying
The KAF re-keying depends on the lifetime of the KAF and may be trigged by the AF, which means that when a new KAKMA is derived, the KAF will not be re-keyed automatically. 
When the lifetime of KAF is expiresexpired or KAF is indicated invalid by local policy in AF, the AF may reject UE’s access to the AF or refresh the KAF as description in clause 6.4.3 based on its policywith an error cause. If there has been a change of KAUSF  (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF .
*** NEXT CHANGE***
[bookmark: _Toc75356739][bookmark: _Toc51245750]6.4.3	KAF refreshinvalid
When the lifetime of KAF expires or KAF is indicated invalid by local policy in AF, AF should mark the Kaf with an invalid flag.Ua* protocol may support refresh of KAF. If the Ua* protocol supports refresh of KAF, the AF may refresh the KAF at any time using the Ua* protocol.
*** END OF CHANGES***
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