


3GPP TSG-SA3 Meeting #104-e 	S3-212519
16 – 27 August 2021, Online																

Source:	CableLabs
Title:	Authorization of IPX by PLMN in indirect roaming
Document for:	Approval
Agenda Item:	5.20
1	Decision/action requested
It is requested to approve the pCR. 
2	References
	[1]
	3GPP TR 33.875, “Study on enhanced security aspects of the 5G Service Based Architecture (SBA)”. 


3	Rationale
Roaming via a roaming hub (e.g., an IPX) is a common practice by operators to reduce overhead in establishing pair-wised relationship with each roaming partner. To allow an IPX to access and modify service requests and responses between two PLMNs, PRINS as specified in clause 13.2 in 33.501 creates two connections between the two PLMNS. The first connection is a direct HTTPS connection, while the second is a HTTP with modified content digitally signed by IPXes based on the policies and crypto contexts negotiated through the direct HTTPS connection. 
When there are one or more IPXes or SCPes in between two PLMNs,  a direct TLS connection between the two PLMNs cannot be established so that PRINS cannot be used. Therefore, further study is required on how to secure the indirect communication between PLMNs via IPXes. 

4	Detailed proposal

[bookmark: _Toc73128799]5.X		Key issue #X: Authorization of IPX to represent PLMN in indirect roaming
[bookmark: _Toc73128800]5.4.1	Key issue details
This key issue is about how an PLMN can authorize an IPX during indirect roaming with another PLMN. Although PRINS specified in clause 13.2 in 33.501 allows two PLMNS to interconnect via one or more IPXes using application layer security, it depends on a direct TLS connection between the two PLMNs (e.g., for negotiating crypto contexts and policy). 
In some deployments, a PLMN may not be able to establish a direct TLS connection with a roaming partner if one or more IPX or SCP is in between. Therefore, further study is required on how to secure the indirect communication between PLMNs via IPX. 
[bookmark: _Toc73128801]5.4.2	Security threats
If one PLMN cannot verify that an IPX has been authorized by a roaming partner PLMN, an IPX can misrepresent itself to establish a roaming relationship between two PLMNs that may not intend to roam with each other. 

[bookmark: _Toc73128802]5.4.3	Potential security requirements
The 5GS should provide a mechanism for a PLMN to verify that an IPX has been authorized by another PLMN as its roaming proxy. 
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