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1
Decision/action requested

It is requested to approve this contribution for a new key issue in TR 33.874
2
References

[1]
3GPP TR 23.502: “Procedures for the 5G System (5GS); Stage 2 (Release 17)”
3
Rationale

This contribution proposes a solution to the new key issue on Network Slice Quota DoS proposed in S3-212482.  The solution addresses a DoS vulnerability in the Network Slice Quota functionality as defined in TS 23.502 [1], clause 4.2.11 on Network Slice Admission Control Function (NSACF) procedures.
4
Detailed proposal

****Start of 1st Change****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or nonspecific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 
3GPP TS 23.501: “System architecture for the 5G System (5GS)”

[3] 
3GPP TS 23.502: “Procedures for the 5G System (5GS)”

[4] 
3GPP TS 23.503: “Policy and charging control framework for the 5G System (5GS); Stage 2”

[5] 
3GPP TR 23.700-40: “Study on enhancement of network slicing; Phase 2”

[6] 
3GPP TR 38.832: “Study on enhancement of Radio Access Network (RAN) slicing”

[X]
3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”

[Y]
3GPP TR 33.848: “Study on security impacts of virtualisation”

****End of 1st Change****

Note to rapporteur: all text in change #2 below is new.
****Start of 2nd Change****
5.X
Key Issue #X: Network Slice Quota DoS

5.X.1
Key issue details

Figure 5.X.1-1 from [3], clause 4.2.11.2, diagrams the procedure the Network Slice Admission Control Function (NSACF) follows to enforce a UE quota on a network slice. This procedure is vulnerable to a DoS attack, because the NSACF does not validate the UE ID and S-NSSAI(s) fields within the Nnsacf_NumberOfUEsPerSliceAvailabilityCheckAnd Update_Request message. While the AMF knows that the UE ID is a valid and registered UE, the NSACF does not know that on its own and does not validate it locally. Similarly, the NSSF enables the AMF to know the allowed S-NSSAIs for a UE. Whereas, the NSACF does not know the allowed S-NSSAIs for a UE and does not validate it locally. Therefore, it is possible to continually send the NSACF phony Nnsacf_NumberOfUEsPerSliceAvailabilityCheckAnd Update_Request messages with a combination of unique UE IDs, valid S-NSSAIs, and an update flag set to increment the number of UEs registered with the S-NSSAI. This will falsely fill the quota for UEs registered with a network slice and deny access to legitimate UEs.
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Figure 5.X.1-1: Number of UEs per network slice availability check and update procedure 
(Reproduced from [3], Figure 4.2.11.2-1)
These phony Nnsacf_NumberOfUEsPerSliceAvailabilityCheckAndUpdate_Request messages can be sent by malicious NF(s). NFs within the 5GC are allowed to communicate with each other based on authentication and authorization. However, if the NF is misconfigured or has internal data corruption, the assumption of trust becomes invalid and causes potential threats. Anomalous NF behaviour is a known key issue as described in TR 33.866, clause 5.2.2 [X]:

“The 5GC supports different NF deployments that could be in distributed or redundant fashion so that the NF provides the services from several locations and several execution instances. When these NFs are distributed across diverse cloud infrastructure, it is possible that the NFs may behave in an undefined manner.”

“Different NFs may behave in an undefined manner. Anomalous or malicious NF behaviour could be, for instance, include attempts … to triggering of DoS attack on NF service producer by continuously sending malicious messages …”

SCAS provides a description of security requirements and a set of test cases for a network product class. However, this approach alone does not provide real-time attack protection against NFs that have become corrupted after testing. It is possible for a NF to perform as expected according to SCAS and later behave in an undefined manner. 

5.X.2
Security threats

Undetected manipulation of the network slice quota functionality could result in the following impacts:

· DoS attack on UE

· DoS attack on network slice 

5.X.3
Potential security requirements

When the number of UEs currently registered to a slice is incremented (or decremented) this event shall be validated as being accurate by:

· Validating that the UE is authorized to access a Network Slice

· Validating that the UE is registered with the 5GS 

****End of 2nd Change****

