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Decision/action requested

It is requested to approve this modification for TR 33.847.
2
References

[1]
3GPP TR 33.857: “Study on enhanced security support for Non-Public Networks;(NPN) (Release 17)”

3
Rationale

There are many solutions proposed and captured for UE onboarding in [1]. Those solutions can be generally categorized into two types. 1) Two-way primary authentication between UE and DCS, and 2) One-way primary authentication (only authenticating the network). It has been argued that the first type has disadvantages of system impact and the second one has drawbacks on the security level. This contribution proposes a new solution that supports two-way primary authentication thus maintaining the same level of security as the normal authentication, and also minimizes the system impacts (no proxy between AUSF and DCS nor 5G aware DCS required). 
4
Detailed proposal

*****Start of change*****
6.x
Solution #x: UE Onboarding for an SNPN with EAP-TLS
6.x.1
Introduction

This solution addresses key issue 4 "Securing initial access for UE onboarding between UE and SNPN". This solution describes how the UE performs the initial access to the O-SNPN(Onboarding SNPN) with the primary authentication between the UE and the O-SNPN using EAP-TLS to obtain the address of the PS(Provisioning Server) that is responsible for managing and distributing the credentials of the target SNPN. The actual provisioning mechanism from the PS to the UE is outside the scope of this solution. 
6.x.2
Solution details

In this solution as depicted in the figure 6.x.2-1, during the onboarding procedure the UE and the O-SNPN perform primary authentication using EAP TLS. To perform EAP-TLS between the UE and the O-SNPN the following fundamental approaches are applied in this solution.

The UE is pre-configured by the manufacturer with :

· A device certificate issued by its manufacturer who will also operate the DCS.

· An unique user identifier within the DCS domain in NAI(Network Access Identifier) format.

· A public key of the DCS that will be used by the UE when generating SUCI.

· The root or any intermediary CA certificates that can be used to authenticate the O-SNPN during the authentication procedure

The O-SNPN has a network certificate issued by a root-of-trust authority

The O-SNPN obtains the root or any intermediary CA certificates that can used to authenticate the UE from the DCS during the authentication procedure.

It is assumed that the O-SNPN and the DCS have a business engagement so that the security sensitive information needed for the primary authentication can be transmiteed between them securely. The actual interface between them is out of scope of this solution.
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Figure 6.x.2-1: Remote UE onboarding procedure

0. The UE is pre-configured with an unique user identifier within the DCS domain in NAI format, a UE certificate issued by the DCS, a public key of the DCS, the root or any intermediary CA certificates that can be used to authenticate the O-SNPN certificate during the primary authentication.
1. The UE selects O-SNPN for onboarding and sends Registration Request message to the AMF containing SUCI. As the user identifier is in NAI format, only the username part of the NAI is encrypted. When encrypting the public key of the DCS is used.

2. The AMF sends Authentication Request including the received SUCI to the AUSF.

3. The AUSF decides the DCS's address based on Home Network Identifier part of SUCI, which indicates the domain of the DCS.

4. The AUSF contacts to the DCS and requests information that is necessary to authenticate the UE. When requesting, the AUSF includes the UE's SUCI. It is assumed that there is a prior business relationship and a secure connection established between the AUSF and the DCS. The actual interface between the AUSF and the DCS is out of scope of this solution.

5. The DCS validates the received SUCI and if passed, provides the AUSF with the root or any intermediary CA certificates that can be used to authenticate the corresponding UE certificate, the SUPI of the UE and the PS_Address.
6. With the received SUPI and the authentication information, the AUSF chooses EAP-TLS as the authentication method and performs the primary authentication with the UE as specified in TS 33.501 Annex B.2.1.1 (from step 6). The UE authenticates the O-SNPN with the root of trust certificates given in step 0, and the O-SNPN authenticates the UE with the root of trust certificates provided in step 5. 
7. The AUSF sends the authentication result including the keying material, the SUPI and the PS_Address to the AMF. 
8. After performing the NAS SMC the AMF sends Registration Response to the UE.
9. The AMF sends the PS address to the UE over the secured NAS message.
6.x.3
System impact
UE:

-
The UE needs to be provisioned with some information that is required for primary authentication with O-SNPN

-
When registering to O-SNPN, the UE builds SUCI using the public key of DCS

-
The UE needs to support authentication using EAP-TLS

AUSF: 

-
The AUSF needs to find DCS's address based on the realm part of NAI

-
The AUSF needs to retrieve necessary information to authenticate the UE from the DCS

-
The AUSF needs to support authentication using EAP-TLS

6.x.4
Evaluation
TBD.
*****End of change*****
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