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1	Decision/action requested
It is requested to approve the proposed updates to Key Issue#17
2	Rationale
The key issue #17 only addresses policy provisioning. To enable out of coverage ProSe discovery, parameters must also be securely provisioned to the UE. TR 23.752 has a key issue where both policy and parameters are provisioned together: namely, KI#8 “Support of PC5 Service Authorization and Policy/Parameter Provisioning”. This approach where both policy and parameters are provisioned together is preserved in the normative stage (TS 23.304). 
3	Detailed proposal
SA3 is kindly requested to agree to the below pCR to TR 33.847.

********************** Begin Change ****************************
[bookmark: _Toc72846483][bookmark: _Toc72850654][bookmark: _Toc72920074][bookmark: _Toc73345602]5.17	Key Issue #17: Supporting security policy/parameters handling for PC5 connection/discovery of 5G ProSe services
[bookmark: _Toc72846484][bookmark: _Toc72850655][bookmark: _Toc72920075][bookmark: _Toc73345603]5.17.1	Key issue details
User-plane security policy provisioning and enforcement for PDU sessions is a new feature in 5GS. This security policy handling feature is extended to 5G V2X in one-to-one communication (i.e. unicast). 
To align with the security policy handling in 5GS, 5G V2X one-to-one communication specifies the handling of security policy provisioned by the PCF in TS 33.536 [8]. Due to the similarity of service features between ProSe services and V2X services, it is deemed necessary for 5GS to be able to provision and enforce security policies of PC5 in 5G ProSe scenarios.  Furthermore, ProSe TS 23.304 [16] calls for provisioning to the UE of “authorization policy and parameters for 5G ProSe Direct Discovery and Communication”, and “Authorization policy and parameters for 5G UE-to-Network Relay Discovery and Communications” (clauses 4.3.1, 4.3.3).
This key issue is to study how to support security policy/parameters handling in 5G ProSe, including security policy and parameters provisioning and security enforcement based on the provisioned security policies. 
[bookmark: _Toc72846485][bookmark: _Toc72850656][bookmark: _Toc72920076][bookmark: _Toc73345604]5.17.2	Security threats
Without secure provisioning of PC5 security policies/ parameters for 5G ProSe services, PC5 connections or discovery can be downgraded or cannot be set up.  
Without negotiation on security policies over PC5 connection for security enforcement, 
· PC5 communication may fail 
· Or PC5 communication may fail to meet the security requirements of various 5G ProSe services
[bookmark: _Toc72846486][bookmark: _Toc72850657][bookmark: _Toc72920077][bookmark: _Toc73345605]5.17.3	Potential security requirements
5G ProSe system shall support a means to configure PC5 security policies/ parameters for 5G Prose services at the network.
5G ProSe system shall support a means to securely provision the configured PC5 security policies/ parameters to the UE for 5G Prose services. 
5G ProSe system shall support negotiation on the provisioned PC5 security policies for security enforcement by the UEs to meet security requirements of 5G Prose Services.
********************** End of Change ****************************

