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1. Background
GSMA has been made aware through its Coordinated Vulnerability Disclosure Programme of a research paper entitled “Stealth Pirating Attack by RACH Rebroadcast Overwriting (SPARROW)” from the researcher Reza Soosahabi at Keysight Technologies Inc.
The research does not currently have a confirmed publication date, but the authors have indicated they would like to submit to conferences likely to take place July-August 2021.
Item for Consideration 

Overview of the Research 
A new vulnerability discovered in 3GPP MAC layer protocol (all versions of 3GPP TS 36.321) enabling unauthorized devices (UEs) to anonymously exchange short messages by exploiting the RACH procedure. It involves certain elements of uplink MAC PDU that are rebroadcast identically in downlink early in the procedure before UEs authenticate with the network. It allows an anonymous UE to exploit a serving cell as a message-relay repeater by using its broadcast resources to deliver a message to another UE passively scanning the downlink signals within the coverage area, thus creating a covert channel between the UEs. As reflected in the title, this attack scenario shares the objective of known Pirate Broadcasting attacks: unlawful communication by utilizing the resources of commercial wireless infrastructure. However, it exploits MAC layer (L2) behaviour of the base station instead of directly sending to the recipient.
Details of the Research
The attack exploits the Contention Based RACH Procedure (as defined in 36.321 and 38.321 5.1.5). Specifically, the case for multiple UEs which have chosen the same preamble and may also simultaneously react upon single downlink RACH response, sending simultaneously RRC Connection Requests with their 40-bit UE-Identities included (random value or S-TMSI). Only one of them will be accepted by the network eventually, which will be signaled back by echoing the accepted 40-bit UE-Identity.
If in Uplink a malicious UE_A injects (according to the scheme defined in 36.321 6.1.3.4 and 38.321 6.1.3.3) a value that is not random, but represents each time some encoding of a message that it wants to transmit, the node would echo it in Downlink on the DL-SCH, that could be intercepted by UE_B to receive the message without leaving any trace on the network (as indicated in figure 1). 
This would be a potential fraud and might consume resources.

[image: ]
Figure 1: Contention Resolution based on the Contention Resolution Identity.



Observations from GSMA 
We note that the SPARROW attack has several pre-conditions which can be difficult for the attacker to enforce, such as device modification. Based on the achievable throughput we are not convinced that this attack will scale much.
Single message transmissions (i.e. limited to 40 bit) may not be detectable, but if the attacker tries to use more bandwidth of the covered channel it would leave a detectable MAC layer traffic pattern
Overall, therefore, we consider the practical risk to be quite low. Nevertheless, this is a novel fraud method which should be mitigated if simple methods commensurate with the risk are possible.
1. Action
[bookmark: _Hlk33194554]GSMA politely requests 3GPP SA3 and RAN2 to consider the above information and mitigate the said risk if simple methods commensurate with the risk are possible. GSMA also politely requests 3GPP SA3 and RAN2 to assess this LS in relation to non-terrestrial networks.
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact James Moran [jmoran@gsma.com] or James Skuse [jskuse@gsma.com]. 
1. References
[1] 	3GPP TS 36.321 V16.3.0

[bookmark: _Hlk68773164][2]	3GPP TS 38.321 V16.3.0
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