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*************** Start of 1st Change ****************
[bookmark: _Toc19634586][bookmark: _Toc26875644][bookmark: _Toc35528394][bookmark: _Toc35533155][bookmark: _Toc45028497][bookmark: _Toc45274162][bookmark: _Toc45274749][bookmark: _Toc51168006][bookmark: _Toc58332998][bookmark: _Toc75276961][bookmark: _Toc51168030][bookmark: _Toc45274773][bookmark: _Toc45274186][bookmark: _Toc45028521][bookmark: _Toc35533179][bookmark: _Toc35528418][bookmark: _Toc75276908][bookmark: _Toc51167977][bookmark: _Toc45274720][bookmark: _Toc45274133][bookmark: _Toc45028468][bookmark: _Toc35533126][bookmark: _Toc35528365][bookmark: _Toc26875615][bookmark: _Toc19634557]5.8	Requirements on the UDM 
[bookmark: _Toc19634587][bookmark: _Toc26875645][bookmark: _Toc35528395][bookmark: _Toc35533156][bookmark: _Toc45028498][bookmark: _Toc45274163][bookmark: _Toc45274750][bookmark: _Toc51168007][bookmark: _Toc58332999]5.8.1	Generic requirements
The long-term key(s) used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected.
NOTE 1: Security mechanisms for protection of subscription credentials in ARPF are left to implementation.
NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.
[bookmark: _Toc19634588][bookmark: _Toc26875646][bookmark: _Toc35528396][bookmark: _Toc35533157][bookmark: _Toc45028499][bookmark: _Toc45274164][bookmark: _Toc45274751][bookmark: _Toc51168008][bookmark: _Toc58333000]5.8.2	Subscriber privacy related requirements to UDM and SIDF
The SIDF is responsible for de-concealment of the SUCI and shall fulfil the following requirements:
-	The SIDF shall be a service offered by UDM.
-	The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI. 
The Home Network Private Key used for subscriber privacy shall be protected from physical attacks in the UDM. 
The UDM shall hold the Home Network Public Key Identifier(s) for the private/public key pair(s) used for subscriber privacy.
The algorithm used for subscriber privacy shall be executed in the secure environment of the UDM. 
[bookmark: _Toc19634590][bookmark: _Toc26875648][bookmark: _Toc35528398][bookmark: _Toc35533159][bookmark: _Toc45028501][bookmark: _Toc45274166][bookmark: _Toc45274753][bookmark: _Toc51168010][bookmark: _Toc58333002]5.8.X	User consent related requirements
NOTE:	The user consent related requirements in the present document are applicable only when it is required by regional regulations or operator’s local policy, not otherwise.
The UDM shall provide the following services related to the user consent. 
-	retrieval of user consent parameters.
The user consent parameters shall be stored in the UDM as subscription data.
The user consent parameters shall be effective only after the point in time that user consent was given, and they shall be effective until they are revoked.
UDM does not provide revocation service, it only provides notification.
Editor's Note: This clause will describe the requirement on function of user consent check and revocation services, details of user consent parameters stored in UDM, etc.
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************
5.9	Core network security 
[bookmark: _Toc19634591][bookmark: _Toc26875649][bookmark: _Toc35528399][bookmark: _Toc35533160][bookmark: _Toc45028502][bookmark: _Toc45274167][bookmark: _Toc45274754][bookmark: _Toc51168011][bookmark: _Toc58333003]5.9.1	Trust boundaries 
It is assumed for the set of requirements in this sub-clause that mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones. Messages that traverse trust boundaries shall follow the requirements in sub-clause 5.9.2 of the present document, if not protected end to end by NDS/IP as specified in TS 33.210 [3]. 
[bookmark: _Toc19634592][bookmark: _Toc26875650][bookmark: _Toc35528400][bookmark: _Toc35533161][bookmark: _Toc45028503][bookmark: _Toc45274168][bookmark: _Toc45274755][bookmark: _Toc51168012][bookmark: _Toc58333004]5.9.2	Requirements on service-based architecture
[bookmark: _Toc19634593][bookmark: _Toc26875651][bookmark: _Toc35528401][bookmark: _Toc35533162][bookmark: _Toc45028504][bookmark: _Toc45274169][bookmark: _Toc45274756][bookmark: _Toc51168013][bookmark: _Toc58333005]5.9.2.1	Security Requirements for service registration, discovery and authorization
NF Service based discovery and registration shall support confidentiality, integrity, and replay protection.
NRF shall be able to ensure that NF Discovery and registration requests are authorized.
NF Service based discovery and registration shall be able to hide the topology of the available / supported NF's in one administrative/trust domain from entities in different trust/administrative domains (e.g. between NFs in the visited and the home networks.)
NF Service Request and Response procedure shall support mutual authentication between NF Service Consumer and NF Service Producer.
Each NF shall validate all incoming messages. Messages that are not valid according to the protocol specification and network state shall be either rejected or discarded by the NF.
[bookmark: _Toc19634594][bookmark: _Toc26875652][bookmark: _Toc35528402][bookmark: _Toc35533163][bookmark: _Toc45028505][bookmark: _Toc45274170][bookmark: _Toc45274757][bookmark: _Toc51168014][bookmark: _Toc58333006]5.9.2.2	NRF security requirements
The Network Repository Function (NRF) receives NF Discovery Request from an NF instance, provides the information of the discovered NF instances to the NF instance, and maintains NF profiles. 
The following NRF service-based architecture security requirements shall apply:
NRF and NFs that are requesting service shall be mutually authenticated. 
NRF may provide authentication and authorization to NFs for establishing secure communication between each other
[bookmark: _Toc19634595][bookmark: _Toc26875653][bookmark: _Toc35528403][bookmark: _Toc35533164][bookmark: _Toc45028506][bookmark: _Toc45274171][bookmark: _Toc45274758][bookmark: _Toc51168015][bookmark: _Toc58333007]5.9.2.3	NEF security requirements
The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. 
The interface between the NEF and the Application Function shall fulfil the following requirements:
-	Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.
-	Mutual authentication between the NEF and Application Function shall be supported.
-	Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.
-	SUPI shall not be sent outside the 3GPP operator domain by NEF.
The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions.
[bookmark: _Toc26875654][bookmark: _Toc35528404][bookmark: _Toc35533165][bookmark: _Toc45028507][bookmark: _Toc45274172][bookmark: _Toc45274759][bookmark: _Toc51168016][bookmark: _Toc75276947]5.9.2.4	Requirements on the Service Communication Proxy (SCP)
The SCP has interfaces with Network Functions (NF) and peer SCPs within the PLMN. The interface between the SCP and the NFs and between the two SCPs shall fulfil the following requirements:
-	Mutual authentication shall be performed between the SCP and NFs, and between the two SCPs within the PLMN.
-	All communication between the SCP and NFs and between SCPs shall be confidentiality, integrity and replay protected.
If SCP endpoints are co-located with the NFs, the above two requirements may be satisfied by colocation.
The SCP shall provide confidentiality, integrity and replay protection for its internal communication over SCP internal network interfaces.
[bookmark: OLE_LINK10]5.9.2.X	Requirements on User Consent
Editor's Note: This clause will describe the NF requirement on check and revocation of user consent, etc.
*************** End of 2nd Change ****************

*************** Start of 3rd Change ****************
[bookmark: _Toc19634897][bookmark: _Toc26875965][bookmark: _Toc35528732][bookmark: _Toc35533493][bookmark: _Toc45028862][bookmark: _Toc45274527][bookmark: _Toc45275114][bookmark: _Toc51168372][bookmark: _Toc75277311]14.2	Services provided by UDM
[bookmark: _Toc19634898][bookmark: _Toc26875966][bookmark: _Toc35528733][bookmark: _Toc35533494][bookmark: _Toc45028863][bookmark: _Toc45274528][bookmark: _Toc45275115][bookmark: _Toc51168373][bookmark: _Toc75277312]14.2.1	General
UDM provides within Nudm_UEAuthentication service all authentication-related service operations, which are Nudm_UEAuthentication_Get (clause 14.2.2) and Nudm_UEAuthentication_ResultConfirmation (clause 14.2.3).
The complete list of UDM services is defined in TS 23.501 [2], clause 7.2.5, and further refined in TS 23.502 [8], clause 5.2.3.1.
[bookmark: _Toc19634899][bookmark: _Toc26875967][bookmark: _Toc35528734][bookmark: _Toc35533495][bookmark: _Toc45028864][bookmark: _Toc45274529][bookmark: _Toc45275116][bookmark: _Toc51168374][bookmark: _Toc75277313]14.2.2	Nudm_UEAuthentication_Get service operation
Service operation name: Nudm_UEAuthentication_Get
Description: Requester NF gets the authentication data from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. If SUCI is included, this service operation returns the SUPI. 
Inputs, Required: SUPI or SUCI, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication method and corresponding authentication data for a certain UE as identified by SUPI or SUCI input.
Outputs, Optional: SUPI if SUCI was used as input. AKMA Indication, if the subscriber has an AKMA subscription (see TS 33.535 [91])
[bookmark: _Toc19634900][bookmark: _Toc26875968][bookmark: _Toc35528735][bookmark: _Toc35533496][bookmark: _Toc45028865][bookmark: _Toc45274530][bookmark: _Toc45275117][bookmark: _Toc51168375][bookmark: _Toc75277314]14.2.3	Nudm_UEAuthentication_ResultConfirmation service operation
Service operation name: UEAuthentication_ResultConfirmation
Description: Requester NF informs UDM about the result of an authentication procedure with a UE. 
Inputs, Required: SUPI, timestamp of the authentication, the authentication type (e.g. EAP method or 5G-AKA), and the serving network name.
Inputs, Optional: None. 
Outputs, Required: None. 
Outputs, Optional: None.
[bookmark: OLE_LINK11]14.2.X	Nudm_SDM_Get service operation used for user consent check
Editor's Note: This clause will describe the inputs and outputs relevant to check of user consent service reusing Nudm_SDM_Get services.
[bookmark: OLE_LINK12]14.2.Y	Nudm_SDM_Notification service operation used for notification of user consent change
Editor's Note: This clause will describe the inputs and outputs relevant to revocation of user consent service reusing Nudm_SDM_Notification services.
*************** End of 3rd Change ****************

*************** Start of 4th Change ****************
[bookmark: OLE_LINK176][bookmark: _Toc26876088][bookmark: _Toc35528857][bookmark: _Toc35533619][bookmark: _Toc45029007][bookmark: _Toc45274672][bookmark: _Toc45275260][bookmark: _Toc51168518][bookmark: _Toc75277457]Annex X (normative): Generic Requirements for adapting procedures related to user consent
[bookmark: _GoBack]X.1		General
[bookmark: _Toc80693987][bookmark: _Toc80694120]X.1.1  Scope
User consent can be required for 3GPP features depending on local regulations. Therefore, this annex describes the generic security requirements and procedures to support user consent enforcement in 3GPP services. While the use cases can differ, the annex focuses on the common and generic aspects related to the storage, checking and revocation of the user consent. 
X.1.2  Relationship between end-users and subscriber 
It is assumed that the user consent is obtained from the end-users. The end-user(s) is the subscriber itself or authorize the subscriber to provide consent on behalf of the end-users. Alternatively, the end-users are authorized by the subscriber to provide the consent. That means user consent is always tied to the subscription information. How authorization is provided between the subscriber and the end-users is out-of-scope of this specification.
NOTE: The term end-user is defined in TR 21.905 [1].
Editor's Note: This clause will describe general part on security aspects of user consent.
[bookmark: _Toc26876089][bookmark: _Toc35528858][bookmark: _Toc35533620][bookmark: _Toc45029008][bookmark: _Toc45274673][bookmark: _Toc45275261][bookmark: _Toc51168519][bookmark: _Toc75277458][bookmark: OLE_LINK13]X.2		User consent check
Editor's Note: This clause will describe how to check of user consent in order to provide guideline that if a new use case needs to check of user consent.
X.3		User consent revocation
Editor's Note: This clause will describe how to check of user consent in order to provide guideline that if a new use case needs to check of user consent.
**************** End of 4th Change ****************
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