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1
Decision/action requested

SA3 is kindly asked to approve the proposed conclusion for key issue #11 of TR 33.847.
2
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3
Rationale

According to TS 23.304 [1] clause 6.3.2, the UE identity broadcast for discovery as discussed in key issue #11 of TR 33.847 [2] is the source Layer-2 ID of the UE broadcasting announcement messages (for Model A) or solicitation messages (for Model B). 
Also according to TS 23.304 [1], source Layer-2 IDs are always self-assigned and self-selected by the UE originating the corresponding layer-2 frames. Additionaly, a privacy timer value indicating the duration after which the UE shall change each source Layer-2 ID is provisioned to the UE when privacy is required. 

This pCR proposes to conclude for key issue #11 that the existing mechanisms in TS 23.304 [1] already support the requirements of key issue #11 and no additional normative work is needed.
4
Detailed proposal

*************** Start of the Change ****************

7.11
Key Issue #11: UE identity protection during ProSe discovery


Key Issue #11 is about privacy protection of UE identity information that may be broadcasted during discovery.
According to TS 23.304 [16] clause 6.3.2.1, one of the UE identities that is broadcasted during discovery is the source Layer-2 ID of the UE broadcasting announcement messages (for Model A) or solicitation messages (for Model B). 
Also according to TS 23.304 [16], source Layer-2 IDs are always self-assigned and self-selected by the UE originating the corresponding layer-2 frames. Additionaly, a privacy timer value indicating the duration after which the UE shall change each source Layer-2 ID is provisioned to the UE when privacy is required.
Therefore, it is concluded that the existing mechanisms in TS 23.304 [16] already support the requirements of Key Issue #11 with respect to the Layer-2 IDs and that apart from potential clarifications on how/when to use these existing mechanisms no additional normative work is needed.
According to TS 23.304 [16], clause 6.3.2.1, also a ProSe Restricted Code is broadcasted during discovery. Although as per section 4.6.4.6 of TS 23.303, a ProSe Restricted Code contains some identity related information in the form of a temporary identifier that corresponds to one or more RPAUIDs, by design of the restricted discovery mechanism (as described in more detail in solutions #4 and #22 for 5G ProSe) the privacy issues of broadcasting a ProSe Restricted Code during discovery are sufficiently addressed. Hence, the resulting normative work for Key Issue #1 is sufficient to address the potential privacy issues for Key Issue #11 with respect to the ProSe Restricted Code.
The privacy of Group Member Discovery of TS 23.304, clause 6.3.2.2, is addressed by Key Issue #13.

According to TS 23.304 [16], clause 6.3.2.3, for ProSe UE-to-Network Relay discovery, next to the Layer-2 IDs, the UEs broadcast Announcer/Discover Info information and Relay Service Code. For the broadcasting of the Layer-2 IDs during discovery similar mitigation as mentioned above can be applied based on the existing mechanisms in TS 23.304. For the Announcer/Discover Info information and Relay Service Code, these can be protected using DUCK/DUSK during discovery to avoid revealing this information to potential eavesdroppers to mitigate tracking of UEs based on this information. This can be handled during the resulting normative work for Key Issue #1.
*************** End of the Change ****************
