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1
Decision/action requested

This pCR provides a solution to Key Issue # 2 in TR 33.857 addressing PNI-NPN credential provisioning aspects.
2
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3
Rationale


This contribution proposes a solution to Key Issue # 2 in TR 33.857 addressing PNI-NPN credential provisioning aspects related to secondary and slice-specific authentication by taking into account the following information from SA2.

TS 23.501 clause 5.39.1 has the following Ed.Note:

The UE and the HPLMN may provide functionalities to provision or update the credentials used for NSSAA or credentials for secondary authentication/authorization to the UE. The provisioning via UE Parameters Update procedure as defined in clause 4.20 of TS 23.502 [3] and via User Plane are both supported.

Editor's note:           It is FFS whether and how the credentials can be sent from a provisioning server (e.g. using an AF) to the UDM and whether NEF is needed.

It is clear that the credentials for “NSSAA or credentials for secondary authentication/authorization” should be able to be provided via UPU procedure.  Further, SA2 expects SA3 feedback in order to resolve the EN. The most important question to be answered is “how the credentials can be sent from a provisioning server (e.g. using an AF) to the UDM and whether NEF is needed”.  The CT4 spec 29.544 describes a direct interface from SP-AF to UDM.  In case, for credentials related to NSSAA or PDU Session secondary authentication, if the SP-AF can be outside the MNO domain, then NEF can be used. 
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.857.
*****Start of Change*****
6.Y
Solution #Y: Solution for PNI-NPN Credential Provisioning using Secured Packet Retrieval Procedure
6.Y.1
Introduction

This solution addresses Key Issue #2 to enable PNI-NPN credential provisioning aspects related to secondary and slice-specific authentication. The solution proposes to reuse the existing secured packet retrieval procedure specified in TS 29.544 Clause 5.2.2.2.2. 
6.Y.2
Solution details

The UE and the HPLMN may provide functionalities to provision or update the credentials used for NSSAA or credentials for secondary authentication/authorization to the UE as specified in 23.501 Clause 5.39.1. Further the SA2 also specified that provisioning via UE Parameters Update procedure as defined in clause 4.20 of TS 23.502 and via User Plane are both supported. 

To enable the UDM to provision the PNI-NPN credentials using the UE Parameters Update procedure, this Solution propose to reuse the existing Secure Packet retrieval procedure specified in TS 29.544 Clause 5.2.2.2.2 to enable the NF consumer (i.e., UDM) in the HPLMN to fetch the PNI-NPN credentials from the provisioning server, where the SP-AF (Secured Packet Application Function) can take the role of the PNI-NPN provisioning server. UDM can retrieve PNI-NPN credentials based on specific service such as slice idnetifictaion information (S-NSSAI/ENSI) for the slice authentication and specific to the DNN for the secondary authentication. As for the case of slice authentication and secondary authentication, if the provisioning server belongs to a 3rd party or if it is outside the 3GPP network, the UDM can retrieve the PNI-NPN credentials from the provisioining server via the NEF, where the UE can be identified in a privay protected manner by using the GPSI. The UDM on successful retrieval of the secure packet related to a slice or DNN can perform the existing UE parameter update procedure to provision the PNI-NPN credentials to the UE.
6.Y.3
System impact

TBD
6.Y.4
Evaluation

TBD
*****End of Change*****
