3GPP TSG-SA3 Meeting #104e-Ad-hoc
S3- 213539
e-meeting, 27 – 30 September 2021










Revision of S3-20xxxx
Source:
Lenovo, Motorola Mobility
Title:
Adding Evaluation to Solution#5
Document for:
Approval

Agenda Item:
5.7 /  FS_eNA_SEC
1
Decision/action requested

This tdoc removes the Editor’s Notes from solution #5 and provides an evaluation.
2
References

[1]
3GPP TR 33.866 “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”, (Release 17)
3
Rationale

This contribution provides an Evaluation to Solution #5: Providing the Security protection of data via Messaging Framework.
4
Detailed proposal

Start of Changes

6.5.3
Evaluation


This solution addresses key issue#1.4 (Security protection of data via Messaging Framework) and fulfils the requirements in case that the collected data is not requested to be formatted/processed.

The solution proposes to use existing SBA mechanism for the protection of the new interfaces.
Impacts to DCCF: 

· Groups the data consumers for the same type of data collection

· Manages the encryption and integrity keys, which are the same for all data consumers of this group of  data collection.
Impacts to data producer:

· Produced data is encrypted with the keys from the DCCF and protected with a MIC (Message Integrity Code)
Impacts to data consumer: 

· Received data is decrypted with the keys from the DCCF and validated by checking the MIC.
End of Changes

