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1	Decision/action requested
Approve the pCR to TR 33.839 [1] below.
2	References
[1]	3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)"
3	Rationale
In the previous SA3 meetings, it is argued that in case of there are multiple EEC in UE, the shared key between the UE and the EES/ECS will be same for all the EECs in the UE and so there will be a key collision and pure AKMA feature will not be enough to authenticate the EECs towards to EES/ECS. 
This contribution presents a mechanism that can be placed on top of AKMA feature, to show that AKMA feature can satisfy the requirement of authentication of clients in UE also for the case that there are multiple clients in the same UE. If SA3 agrees, then we are planning to propose a new WID with related CR(s) to introduce a new Ua* protocol for AKMA. 
4	Detailed proposal
[bookmark: _Toc72913426]*** Start of 1st Change ***
[bookmark: _Toc81467859]6.X	Solution #X: An AKMA-based solution for authentication and interface protection between EEC and EES/ECS
[bookmark: _Toc81467860]6.X.1	Solution overview
This solution partially addresses key issue #1 and #2 from the authentication perspective and addresses the EDGE-1 and EDGE-4 protection of key issue #6. It presents a mechanism that can be placed on top of AKMA feature, to show that AKMA feature can satisfy the requirement of authentication of clients in UE also for the case that there are multiple clients in the same UE. In addition to the client authentication, the solution prevents key collision by providing different keys to the clients.
[bookmark: _Toc81467861]6.X.2	Solution details
The procedure flow of the solution is depicted in Figure 6.X.2-1 and the steps are explained below. 


Figure 6.X.2-1 A method for authentication and interface protection between EEC and EES/ECS
Step 0. UE and 3GPP network run primary authentication and derive KAKMA. UE learns the A-KID and KAKMA.
Step 1. EEC having EEC-ID, which wants to communicate with the EES/ECS (AF) having EES-ID/ECS-ID (AF-ID), is authenticated and authorized in the UE. If the authentication and authorization is successful, then the remaining procedure is executed. KAF is derived as defined in AKMA procedure. KEEC is derived from KAF and EEC-ID as KEEC = KDF(KAF, EEC-ID). KEEC and E(KAF, EEC-ID) are revealed to the EEC where E(KAF, EEC-ID) is the encryption of EEC-ID under the key KAF.
NOTE: The authentication and authorization in the UE is out of scope.
Step 2. The EEC sends a session establishment request to the EES/ECS, including the parameters A-KID and E(KAF, EEC-ID).
Step 3. The EES/ECS request KAF from the network. In this request, EES/ECS sends A-KID and AF-ID.
Step 4. The network executes the authentication and authorization for the EES/ECS as defined in the AKMA procedure and if the result is successful then derives the KAF such that KAF = KDF (KAKMA, EES-ID/ECS-ID).
Step 5. The network sends KAF and expire time for the key to the EES/ECS.
Step 6. Using the KAF key, the EES/ECS decrypts the encrypted EEC-ID and also derives KEEC such that KEEC = KDF(KAF, EEC-ID).
[bookmark: _Hlk65757641]Step 7. The EEC and the EES/ECS use KEEC for authentication and interface protection. 
[bookmark: _Toc81467867]6.X.3	Solution evaluation 
This solution provides a mechanism that can be placed on the top of AKMA feature to handle the case that there are multiple EEC in UE. The client authentication and authorization in the UE are implementation details and out of scope of 3GPP. The solution doesn’t have any impact on AAnF and on the AKMA feature and can be implemented with a new Ua* protocol for AKMA.

*** End of 1st Change ***


image1.emf
3GPP Network

EES/ECS

UDM NEF AAnF

0. 3GPP network and UE computes K

AKMA

 and A-KID after primary 

authentication

1. K

AF

 and K

EEC

 is derived after 

authentication and authorization of the 

EEC. Then A-KID, K

EEC

 and E(K

AF

,EEC-ID) is 

revealed to the EEC having EEC-ID.

2. Session Request (A-KID, E(K

AF

,EEC-ID))

3. Naanf_AKMA_ApplicationKey_Get 

Request

(A-KID, EES-ID/ECS-ID)

4. Derives K

AF

 from K

AKMA

5. Naanf_AKMA_ApplicationKey_Get 

Response

(K

AF

, K

AF 

exptime)

6. Decrypts the EEC-ID and 

derives K

EEC

7. K

EEC  

is used 

EEC-UE


Microsoft_Visio_2003-2010_Drawing.vsd
�

Text


3GPP Network


1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



