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Decision/action requested

This contribution propose to discuss the key derivation, management, distribution and traffic protection issues for MBS
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Rationale

In SA3#104e, it was agreed that service-layer solution is used as a baseline for the normative work. MBSTF provides the security protection for MBS traffic. The details for the protection scheme need to be clarified. This contribution is proposed to discuss the ramining issues based on the existing solutions, and give out the proposals for conclusion.
3.1 Analysis on the functions related to MBS security.
As specified in TS 33.246, BM-SC is a centrilized function which achieving all the functions for service layer including security. The BM-SC has the following sub-functions related to MBMS security: 
· The Key Management function: the sub-function is responsible for retrieving, generating, deriving and distributing the MBS keys.
· Session and Transmission function: The sub-function is responsible for session and transmission functions
· Membership function: The Membership function is used to verify if a user is authorized to register, receive keys or to establish a MBMS bearer for MBMS Multicast Mode.
However, the subfunctions are achieved by different entities in 5G MBS. As specified in TS 23.247, MBSF and MBSTF are defined to support MBS as service level functionalities. As depicted in Fig.1, MBSF interacts with AF and MB-SMF for MBS session operations, determination of transport parameters, and session transport. MBSF controls MBSTF if the MBSTF is used. However, MBSTF plays the role of anchor in user plane for MBS data traffic. MBSTF plays the role of the session and transmission function while UDM supports management of subscription for multicast MBS sessions.
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Fig.1 5G system architecture for Multicast and Broadcast Service.
Observation 1: In 5G MBS architecture, MBSF controls MBSTF if the MBSTF is used. MBSTF plays the role of anchor in user plane for MBS data traffic. 
In MBMS befor 5G, UE joins the MBMS sessions via user plane, while in 5G MBS, the UE join procedure is via control plane. For the key management in service layer, the MBSF, as a control plane functionality, is more suitable than MBSTF for managing the MBS keys. After generating/deriving the MBS keys, the MBSTF use the keys to protect MBS service traffic. 
For the key distribution, MBSF could send the MBS keys to UE and MBSTF respectively. The detailed analysis is discussed in clause 3.2.
Proposal 1: MBSF is responsible for key management while MBSTF use the keys to protect MBS service traffic.
3.2 Analysis on the key distribution
In MBMS as specified in TS 23.246, the MBMS multicast service activation procedure registers the user in the network via User Plane to enable the reception of data from a specific multicast MBMS bearer service. The UE sends an IGMP (IPv4) or MLD (IPv6) Join message over the default PDP context to signal its interest in receiving a particular multicast MBMS bearer service identified by an IP multicast address.
In MBS as specified in TS 23.247, MBS Session Join procedure is used by UEs via Control Plane to inform the 5GC of the UE interest in joining a multicast MBS session. The first accepted UE join request will trigger the multicast MBS session establishment towards the NG-Ran and the UE.
Observation 2: MBS Session Join procedure is performed via User plane in MBMS while it is via control plane in MBS.

For the key distribution issue, there are two kinds of solutions on table: the key distribution via control plane and the key distribution via user plane.
For key distribution via control plane, it aligns with the session management procedure, no additional overhead is introduced for control plane based solution. The procedures for session management are already defined in SA2 group. The MBS keys could be added as new IEs in the MBS join and Session establishment procedure. If UE is authorized, the keys are distributed from network side to UE.
Observation 3: Key distribution via control plane aligns with the session management procedure, which introduces no additional overhead.
For key distribution via user plane, the UE establishes a secure connection with MBSF based on GBA or AKMA or other method, which means GBA or AKMA needs to be supported by PLMN who wants to use MBS service. The procedure running GBA or AKMA adds additional call flows between UE and PLMN. Afterwards, keys are delivered with new messages. 
Observation 4: Key distribution via user plane requires new messages in addition to the MBS session management. The GBA or AKMA system is also required to be deployed.
Proposal 2: For the basis of normative work, the protection key is distributed by control plane message. 
4
Detailed proposal

It is proposed to endorse the following observation and proposals as the conclusion of the the key derivation, management, distribution and traffic protection issues for MBS, i.e.,

Observation 1: In 5G MBS architecture, MBSF controls MBSTF if the MBSTF is used. MBSTF plays the role of anchor in user plane for MBS data traffic. 
Proposal 1: MBSF is responsible for key management while MBSTF use the keys to protect MBS service traffic.
Observation 2: MBS Session Join procedure is performed via User plane in MBMS while it is via control plane in MBS.

Observation 3: Key distribution via control plane aligns with the session management procedure, which introduces no additional overhead.
Observation 4: Key distribution via user plane requires new messages in addition to the MBS session management. The GBA or AKMA system is also required to be deployed.
Proposal 2: For the basis of normative work, the protection key is distributed by control plane message.
5
Annex

Table 1 Comparison between existing solutions
	Solutions
	security layer for protection
	security granularity
	entity for key generation
	msg for key distribution
	msg for key update
	NOTE

	#1: protect MBS traffic in transport layer
	transport layer
	Per RAN per group
	RAN
	Control plane msg
	Control plane msg*
	*sol#9 as reference for key update

	#2: protect MBS traffic in service layer
	service layer
	per group
	MBSF-C
	User plane msg
	User plane msg
	-

	#3: MBS Traffic Protection
	service layer
	per group
	MBSF-C
	Control plane msg
	Control plane msg*
	*sol#11 as reference for key update

	#8: MBS Traffic Protection
	service layer
	per group
	MB-SMF or MBSF-C
	Control plane msg
	Control plane msg*
	*sol#11 as reference for key update

	#9: Key update solution
	transport layer
	Per RAN per group
	RAN
	Control plane msg
	Control plane msg
	-

	#10: Secure framework for Key distribution in MBS
	transport layer
	per group
	RAN
	Control plane msg
	Control plane msg
	-

	#11: Update the keys used to protect the MBS traffic
	service layer
	per group
	MBSF-C
	Control plane msg
	Control plane msg
	-

	#12: Protection of MBS traffic at service layer based on GBA
	service layer
	per group
	MBSF-U
	User plane msg
	User plane msg
	-

	#13: Key generation and distribution for MBS
	transport layer
	Per cell per group
	RAN
	Control plane msg
	Control plane msg
	-


