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1
Decision/action requested

This contribution proposes an analysis for the selection of the function responsible for PC5 root key derivation/distribution for the CP based approach following up on agreed L3 U2N Relay conclusion in TR 33.847 
2
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3
Rationale

TR 33.847 [1], conclusion for L3 U2N relay in clauses 7.3 and 7.4 have the following NOTE:

NOTE:
Which Network Function (e.g. AMF or AUSF) is responsible for PC5 key derivation and distribution will be decided during normative phase. The detailed procedure to enable authorization for Remote UE/Relay will be determined accordingly during normative phase. 

This paper provides a comparative analysis and recommendation for the selection of the function, i.e., AMF or AUSF,  responsible for PC5 root key derivation/distributionfor the normative phase.

4
Discussion

In the CP based solutions for L3 U2N Relay authorization and security, the network function candidates for PC5 key derivation/distribution are AUSF (Sol#1, #15/#39, #30), AMF (Sol#10). 

The following key common principles have been identified for these solutions:

· The PC5 root key is derived from a key derived from the primary authentication:

· Sol#1, #10, #30: PC5 root key is derived from a primary authentication that takes place during PC5 link establishment.

· Sol#15/#39: PC5 root key is derived from a primary authentication that takes place before PC5 link establishment.

· The PC5 root key is derived by the Remote UE and sent securely to the Relay UE by AMF.

· Sol#1, Sol#10: PC5 root key is derived by AMF.

· Sol#15/#39, #30: PC5 root key is derived by AUSF.

· Remote UE and Relay UE use the PC5 root key to verify relaying authorization and to establish the PC5 link security context.

· Remote UE can optionally connect with the Relay UE using its 5G-GUTI in DCR to bypass primary authentication run (sol#1, #10, #30).

The following table provides a summary comparison between using AUSF or AMF as a function responsible for PC5 key derivation/distribution, with respect to the key security features/KIs below. In the table, elements that are supported only by some of the solutions using AUSF for PC5 key management are indicated between "[ ]".

	
	AUSF
	AMF

	PC5 keys derivation & distribution

(KI#3, #9)
	KAUSF ( [Anchor key (AK) (] PC5 root key (1)

    Sol#1: AMF derives PC5 root key

    Sol#15/39: AUSF derives PC5 root key directly from KAUSF
	KAMF ( PC5 root key

	Authentication & authorization procedure impacts

(KI#4)
	Relay UE (A&A), AMF([key gen], A&A), AUSF (A&A, key gen), UDM([key/id store])
	Relay UE (A&A), AMF (A&A, key gen), AUSF (A&A), UDM

	Remote UE Re-authentication

(KI#4)
	FFS


	Support for new Relay's AMF initiating re-authentication of Remote UE & triggering of PC5 link re-keying using existing TS 33.536 procedure

	Authorization Revocation

(KI#4)
	FFS


	Supported using existing UDM notification & AMF informing relay of Remote UE revocation

	Identifier(s) in DCR & privacy

(KI#5)
	SUCI, [5G-GUTI], [AK ID]

    5G-GUTI reallocation is FFS (sol#1, #30)

     AK ID privacy is FFS (sol#30, #15/#39)


	SUCI, 5G-GUTI, PC5 root key id

Support for identifiers privacy protection using existing mechanisms (option 1) including PC5 root key id privacy re-using TS 33.536  mechanisms for KNRP ID

5G-GUTI reallocation is FFS if option 2 is considered (2)

	Reconnection with Relay

(KI#3)
	[May use 5G-GUTI in DCR  with signaling with the network for new PC5 root key retrieval/derivation]


	Reuse PC5 root key sending fresh PC5 root key id using existing TS 33.536. Reuse of KNRP ID i.e. no additional signaling for authorization towards the network required

Or

May use 5G-GUTI in DCR

	Key lifetime & storage

(KI#9)
	FFS 

AK-ID stored in UDM (sol#15/#39, sol#30)

AK stored in UDM (sol#30)

AK stored in AUSF (sol#1, #30)
	N/A 

A fresh PC5 root key is derived using current KAMF when the Relay sends a request to AMF (Remote UE SUCI or 5G-GUTI in DCR)

	Compatibility with SA2 feasibility/baseline

(TR 23.752 sol#47)
	Partial Alignment

[With Remote UE primary authentication during PC5 link establishment]

[adds support for 5G-GUTI in DCR]
	Aligned 

adds support for 5G-GUTI and PC5 root key id  in DCR 

	NOTES
	1. AK naming: sol#1:REAR key; sol#15/39: derives a PK ID but no PK; sol#30: 5GPRUK. 

2. Option1: no Remote UE context transfer to Relay AMF with 5G-GUTI in DCR. Option 2: with  context transfer support.


5
Conclusion

In summary:

- Using AUSF or AMF presents an equivalent level of impact to the network. 

-  Using AUSF as a function responsible for PC5 key derivation/distribution presents several open issues (i.e., marked as "FFS" for the security features/KIs listed above), and that would still need to be addressed. 

- Using AMF as the function responsible for PC5 key derivation/distribution presents a more complete solution with respect to the above security feature/KIs. 

6
Proposal

Given the above observations and considering the limited time available to progress normative work, it is proposed to select AMF as the function responsible for PC5 key derivation/distribution for the CP based approach during the normative phase.

