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1
Decision/action requested

This contribution proposes to update the solution #6.
2
References

[1]
3GPP TR 33.850 "Study on Security Aspects of Enhancements for 5G Multicast-Broadcast Services (MBS)".

3
Rationale

This contribution proposes to update the solution #6. This contribution try to resolve the ENs in the solution.
4
Detailed proposal

**** 1st CHANGE ****

6.6
Solution #6: Authentication and authorization for multicast communication service based on AKMA
6.6.1
Solution overview

This solution, which is based on AKMA, addresses the key issue #1 Security of authentication and authorization for multicast communication service. 
6.2
Solution details
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Figure 6.6.2-1 Authentication between the MBSTF and UE based AKMA
UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function, i.e MBSTF, as specified in TS 33.535 [5]. UE authorization information may be pre-configured or provided by AF. AF may send MBS information, such as TMGI, UE authorization information  (e.g. a GPSI or an External Group Id or a UE ID to identify UEs authorized to join the multicast service), to UDM/SMF and/or MBSTF.  The UE has known at least the MBS Session ID of a multicast group that the UE can join, e.g. via service announcement.
UE derive a key KMBS for authentication with the MBSTF .
When UE try to join the multicast service, UE computes MAC-I and then UE sends a MBS service request to MBSTF. The service request include A-KID , UE ID (e.g GPSI or an External Group Id or a UE ID ), MBS session ID and MAC-I.
Editor’s Note: How to derive the MAC-I is FFS.
3-6. Upon receiving the request, the MBSTF discovers the AAnF, then AAnF generates KMBS and sends the KMBS to MBSTF. The AAnF discovery and selection is specified in the TS 33.535[5] clause 6.7.  The MBSTF computes the MAC-I using KMBS, and check if it is the same with the received MAC-I from UE.
7. If MBSTF does not have the authorization information of the UE, the MBSTF may send a request to get the UE authorization information from UDM/SMF/AF.

8.  The MBSTF verifies the MAC-I using the KMBS, when the verification is succeed, and if the UE is authorized to perform the operation,Then the MBSTF sends a service response to the UE.
6.6.3
Solution evaluation 

 This solution use AKMA framework to address security of authentication and authorization for multicast communication service. The authorization information may be pre-configured or provided by AF. 

**** END OF CHANGES ****

