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1
Decision/action requested

This document proposes to add Authentication based on Kamf between EEC and ECS in clause 6.2. SA3 is kindly requested to approve this doc.
2
References

[1]
3GPP TS 33.558, v 0.1.0

[2]
3GPP TR 33.839, v 0.7.0

[3]
Discussion on FS_eEDGE_SEC open issues
3
Rationale

Solution #7 based on Kamf in TR 33.839 can be used for authentication between EEC and ECS. It supports key derivation at serving network.

In addition, privacy problem is considered.
4
Detailed proposal
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6.2
Authentication and Authorization between EEC and ECS

Editor’s Notes: Authentication and Authorization between EEC and ECS is to be added.

6.2.X Authentication between EEC and ECS based on Kamf
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Figure 6.2.x EEC authentication framework with ECS based on Kamf.
The UE performs normal primary authentication and registration to the network. The UE is MEC capable and may indicate this in the MEC capabilities to the AMF during the registration procedure.

The UE establishes a PDU Session for IP connectivity. The UE may receive ECS Address Configuration Information from the SMF via PCO as specified in TS 23.548[xx].
The AMF derives an edge key identity (E-KID) and the edge computing configure key KECS from the AMF key KAMF. 

E-KID identifies the edge computing key of the UE. E-KID is in NAI format as specified in clause 2.2 of IETF RFC 7542 [yy], i.e. username@realm. The username part includes the GUAMI and the E-TID (Edge computing Temporary UE Identifier), and the realm part includes a Local Network Identifier. GUAMI is provided by the ME or AMF (from the allocated 5G-GUTI).
The Edge computing Temporary UE Identifier (E-TID) is performed using the key derivation function (KDF) specified in TS 33.220 [zz]. E-TID is computed as E-TID = KDF (5G-GUTI, KAMF), where the key derivation parameters consist of 5G-GUTI.
KECS is computed as KECS = KDF (5G-GUTI, ECSID, KAMF).
The UE sends an Application Registration Request with E-KID and MAC-IECS to the ECS. The MAC-IECS is computed in a similar way as e.g. the SoR-MAC-IAUSF as defined in Annex A.17 of TS 33.501 [3]. The MAC-IECS is based on the payload of the Application Registration Request, which form the input Application Registration Request Data, a counter of the ECS messages CounterECS, and the key KECS to the KDF. The MAC-IECS is identified with the 128 least significant bits of the output of the KDF. The UE monotonically increment CounterECS for each additional calculated MAC-IECS.  

The UE is not authenticated at the ECS and the ECS sends a Key Request including the Application Registration Request to the NEF, which is selected based on E-KID. The NEF selection is specified in TS 23.502 [xxx] and the ECS may determine the IP address(es)/port(s) of the NEF by performing a DNS query using the E-KID, or by using a locally configured NEF identifier/address. 
The NEF authorizes the request from the ECS and identifies the AMF based on the E-KID.
The NEF forwards the Key Request including the Application Registration Request to the AMF.
The AMF generates E-KID and KECS in the same way as UE.
The AMF verifies the MAC-IECS of the Application Registration Request, i.e. it computes with the key KECS the MAC-IECS over the Application Registration Request payload in the similar way as the UE and compares the result with the MAC-IECS included in message. If both are identical, the message can be authenticated to be sent by the UE, and the AMF monotonically increments CounterECS.
The AMF sends a Key Response to the ECS, including the result of the registration as well as the KECS.
Based on the authentication result the ECS decides whether to accept or to reject the Application Registration Request from the UE. The ECS sends the Application Registration Response message to the UE including the authentication result and protects the message with a MAC-IECS based on the received key KECS in a similar way as the UE protected the payload of the message in step 4.
The UE verifies the MAC-IECS and if authentication result and verification of the message are successful, then the EEC and ECS establish the TLS security tunnel based on the key KECS.
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