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1
Decision/action requested

This contribution proposes to add conclusion to KI #2 in TR 33.862
2
References

[1]
3GPP TR 33.862 Study on security aspects of the Message Service for MIoT over the 5G System
3
Rationale

In SA3#104e meeting both solution#4 and solution#5 were discussed to conclude on key issue#2. 
Solution#5 uses TLS-PSK based authentication solution and relys on SEAL client and server.
Solution#4 uses AKMA procedure to achieve authentication and authorization between the MSGin5G Client and the MSGin5G Server. This solution requires the 5G MSG UE and MSGin5G Server support AKMA procedures.

Observation 1: SEAL support is not an optional feature. 
Observation 2: Solution#4 might mandate the support of AKMA at network side. 
By comparing the above solutions, if the MSGin5G UE supports SEAL client, solution#5 should be mandatory to be supported and is optional to use according to the operator’s choice of MSGin5G service.
4
Detailed proposal

*****Start of Change*****
7.X
Conclusions on Key Issue #2
It is concluded to use solution#4 (mandatory) and solution#5 (optional) as the basis for normative work.  If the MSGin5G UE supports SEAL client, solution#5 should be mandatory to be supported and is optional to use (according to the deployment scenario and operator’s choice of MSGin5G service).

*****End of Change*****
8.10	Usage of SEAL


8.10.1	General


The MSGin5G service functional entities MSGin5G Client and MSGin5G Server utilize the SEAL services. All SEAL services specified in 3GPP TS 23.434 [5] are available to MSGin5G service. In this clause, only the details of the information flows, procedures and APIs whose utilization by MSGin5G service are well-known are described.


8.10.2	Configuration management service


8.10.2.1	General


The MSGin5G Service functional entities MSGin5G Client and MSGin5G Server utilize configuration management service procedures of SEAL to support MSGin5G Services.


---------------------skip-------------------------


8.10.3	Group management service


8.10.3.1	General


The MSGin5G service functional entities MSGin5G Client and MSGin5G Server utilize SEAL client and SEAL server for the group management service (e.g. creation, join, leave) on the group configuration information (e.g. group join policy, group leader) provided by the MSGin5G Server. The decisions and corresponding triggers (e.g. group creation, join, leave) for group management are responsibility of the application leveraging MSGin5G service. The group management service of SEAL provides support for creating group for MSGin5G service for applications leveraging MSGin5G service.










