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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes text of clause 6.2 of the 5G ProSe draft TS.
3
Detailed proposal
*** BEGIN CHANGES ***
2
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*** NEXT CHANGE ***
6.2
Security for Groupcast mode 5G ProSe Direct Communication
Editor’s Notes: This clause contains the description of the security for Groupcast mode (one-to-many) 5G ProSe Direct Communication.
6.2.1
General

Groupcast mode 5G ProSe Direct Communication is described in TS 23.304 [i1].
Security requirements of Groupcast mode 5G ProSe Direct Communication are summarised in clause 6.2.2. Security for Groupcast mode 5G ProSe Direct Communication are described in clause 6.2.3.

6.2.2
Security requirements
The groupcast communications between ProSe-enabled UEs shall be protected by confidentiality and integrity.
6.2.3
Security mechanism
6.2.3.1
Security keys and their lifetimes

For the security keys and their lifetimes in 5G ProSe, the content described in clause 6.2.3.1 of TS 33.303 [i2] applies, with the following modifications:

-
the ProSe Integrity Key (PIK) is replaced with NR PC5 Encryption Key (NRPEK);
-
the NR PC5 Integrity Key (NRPIK) used for integration protection shall be derived along with the NRPEK.
6.2.3.2
Identities

For the identities used in 5G ProSe, the content described in clause 6.2.3.2 of TS 33.303 [i2] applies, with the following extensions:

-
the ProSe Integrity Key (PIK) is replaced with NR PC5 Encryption Key (NRPEK);
-
the NR PC5 Integrity Key (NRPIK) used for integration protection shall be derived along with the NRPEK.
6.2.3.3
Security flows
The groupcast security procedures described in clause 6.2.3.2 of TS 33.303 [i2] applies, with the following modifications:

-
the 5G DDNMF takes the role of "ProSe Function" in the procedure;

-
the ProSe Integrity Key (PIK) is replaced with NR PC5 Encryption Key (NRPEK);
-
the NR PC5 Integrity Key (NRPIK) used for integration protection shall be derived along with the NRPEK;
-
the NRPEK and NRPIK are derived according to Annex A.2 of TS 33.536 [i3], and PTK is used instead of KNRP-sess.
6.2.3.4
Protection of traffic between UE and 5G DDNMF
In order to protect the messages between the UE and 5G DDNMF over PC3a, the UE shall support the procedures for the UE given in clause 5.x and the 5G DDNMF shall support the procedures for the network function given in clause 5.x.
Editor's note:
Security of PC3a reference point will be described in a subclause of clause 5. "5.x" will be filled in when the corresponding content exists.
6.2.3.5
Protection of traffic between UE and ProSe Key Management Function

In order to protect the messages between the UE and ProSe Key Management Function over PC3a, the UE shall support the procedures for the UE given in clause 5.x and the ProSe Key Management Function shall support the procedures for the network function given in clause 5.x.
Editor's note:
Security of PC3a reference point will be described in a subclause of clause 5. "5.x" will be filled in when the corresponding content exists.
6.2.3.6
Protection of traffic between UEs

6.2.3.6.1
Integrity protection
ProSe enabled Public Safety UEs shall implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the unicast link. The algorithm identifiers from clause 5.11.1.2 of TS 33.501 [6] are reused.

These integrity algorithms are as specified in TS 33.501 [6] and are reused with the following modifications:

-
the key used is NRPIK;

-
Direction is always set to 0;

-
Bearer[0] to Bearer[4] are set to 5 LSB of LCID;

-
COUNT[0] to COUNT[15] are set to PTK ID;
-
Counter is input into COUNT[16] to COUNT[31].

6.2.3.6.2
Confidentiality protection
ProSe enabled Public Safety UEs shall implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the unicast link. The algorithm identifiers from clause 5.11.1.2 of TS 33.501 [6] are reused.

These integrity algorithms are as specified in TS 33.501 [6] and are reused with the following modifications:

`-
the key used is NRPEK;

-
Direction is set as for integrity protection (see 6.2.3.6.1);

-
Bearer[0] to Bearer[4] are set to LCID; 
-
COUNT[0] to COUNT[15] are set to PTK ID;
-
Counter is input into COUNT[16] to COUNT[31].

6.2.3.6.2
Key derivation data in PDCP header

In terms of signalling between the UEs to transfer the relevant security information, e.g. to indicate the correct PTK to use to calculate PEK, the  header of the PDCP packet for user plane data shall contain the 5 least significant bits of the PGK Identity, PTK Identity and Counter. This is illustrated in figure 6.2.3.6.2-1.
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Figure 6.2.3.6.2-1: Security aspects of the PDCP packet for user plane data

NOTE: The Group Identity and Group Member Identity are carried in layers below the PDCP layer.

If the network configuration is not to use any protection, then the tramsmitting UE shall set the values of the security information (PGK Identity, PTK Identity and Counter) to zero in the header of the PDCP packet.
*** END OF CHANGES ***
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