3GPP TSG-SA3 Meeting #104-e- Ad-hoc 
S3-213425
e-meeting, 27 – 30 September 2021









              Revision of S3-20xxxx
Source:
Huawei, HiSilicon
Title:
Address EN for issue that MME may not copy UE security capability
Document for:
Approval
Agenda Item:
4.3
1
Decision/action requested

SA3 is kindly requested to approve the proposed changes on clause 7.3.X.
2
References

[1]

S3-213259

“Reply LS to LS on User Plane Integrity Protection for eUTRA connected to EPC”
[2]

S3-212812

“LS on User Plane Integrity Protection for eUTRA connected to EPC”
3
Rationale

It is agreed in S3-213258[1] that 

“SA3 thank RAN3 for their LS (R3-212812/S3-212427). SA3 have discussed the RAN3 response to SA3’s questions and have the following request for RAN3. This request is independent of the UP IP work.

SA3 asks RAN3 to modify their specifications to ensure that all of MME, eNB, AMF and ng-RAN node copy on the complete UE security capabilities. This is to prevent the network not selecting what would be the preferred security algorithm if the full UE security capabilities were available at the eNB or ng-RAN node. Such a change is justified by the following stage text (from clause 7.2.4.2.1 of TS 33.401).

“When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB.”

Similar text exists for the other cases in the relevant SA3 specifications. SA3 is requesting this change for Rel-17.”

Besides, according to S3-212812[2], RAN3 confirms that legacy MME or eNB may not mandate to copy all the EEA/EIA bits from S1-AP signaling or X2-AP signaling.
Thus, there is a problem for the scenario: upgraded UE, upgraded eNB, legacy MME. 
The UE sends EPS security capability with EIA7 set to 1 to indicate its support UP IP with EPS to the legacy MME. Based on assumption that the legacy MME will also copy all bits in EPS security capability, and will tranparant the received EPS security capability to the eNB, we introduced locally configuration of UP IP policy on the eNB so that even the legacy MME does not acknowledge the EIA7, the upgraded eNB can also know the UE is upgraded to support UPIP, so that the eNB can decide to activate the UP IP with UE according to the locally configured UP IP policy.

However, according to RAN3 LS, the legacy MME may not copy EIA7 in EPS security capability to the S1 message, then, the upgraded eNB will just receive EIA7 which was set to 0, then, the upgraded eNB will not activate UP IP even the UE supports UP IP.

In order to address the issue, it is proposed to introduce another indication in radio capability, which can be transferred only between UE and eNB.
4
Detailed proposal

*************** Start of 1st Change ****************

7.3.X
UP integrity protection policy 

The UE shall indicate that it supports user plane integrity protection with EPC in EIA7 in the EPS security capability, and shall also indicate that it supports user plane integrity protection with EPC in UE E-UTRAN radio capability.
If the UE indicates that it supports user plane integrity protection with EPC in EIA7 in the EPS security capability, the MME shall provide UP integrity protection policy for each E-RAB to the eNB during the Attach/Dedicated bearer activation/Dedicated bearer modification procedure as specified in TS 23.401 [2]. The MME receives UP integrity protection policy from SMF+PGW-C via SGW.


NOTE 1:
The SMF+PGW-C can be locally configured with UP integrity protection and confidentiality policy. However, the SMF+PGW-C only sends UP integrity protection policy to the upgraded SGW. The SMF+PGW-C, SGW and MME can use GTP-C signalling compatibility concepts to jugde whether to send UP integrity protection policy to the peer.
The UP integrity protection policy shall indicate whether UP integrity protection shall be activated or not for all DRBs belonging to that E-RAB.

The eNB shall be locally configured with UP integrity protection policy. If the eNB receives UP integrity protection policy from the MME, the eNB shall use the received UP integrity protection policy, otherwise, the eNB shall use the locally configured UP integrity protection policy if the UE E-UTRAN radio capability or EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC.

NOTE 2: 
It is recommended that the locally configured UP integrity protection policy on eNB is set as “preferred”.
The eNB shall activate UP integrity protection per each DRB, according to the UP integrity protection policy, using RRC signalling as defined in clause 7.3.Y. If the UP integrity protection policy indicates "Required", the eNB shall activate UP integrity protection. If the eNB cannot activate UP integrity protection, and when the UP integrity protection policy is "Required", the eNB shall reject establishment of UP resources for the E-RAB and indicate reject-cause to the MME. If the UP integrity protection policy is " Not needed ", the eNB shall not activate UP integrity protection.
At an X2-handover from the source eNB to the target eNB, the source eNB shall include in the HANDOVER REQUEST message, the UP integrity protection policy and the corresponding E-RAB ID, if the UP integrity protection policy is received from other entities. If the target eNB does not receive the UP integrity protection policy, but the UE E-UTRAN radio capability or the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC, the target eNB shall use its locally configured UP integrity protection policy to activate or deactivate the UP integrity protection for all DRBs belonging to the E-RAB.

If the received UP integrity protection policy is ‘Required’, the target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the MME. For the accepted E-RABs, the target eNB shall activate UP integrity protection per DRB according to the UP integrity protection policy and shall indicate that to the UE in the HANDOVER COMMAND by the source eNB. 

If the UE receives an indication in the HANDOVER COMMAND that UP integrity protection for an E-RAB is enabled at the target eNB, the UE shall generate or update the UP integrity protection key and shall activate UP integrity protection for the respective E-RAB. 

NOTE 3:
If the UP integrity protection policy is ‘Preferred’, it is possible to have a change in activation or deactivation of UP integrity after the handover.

Further, in the Path-Switch message, the target eNB shall send the UE's UP integrity protection policy and corresponding E-RAB ID to the MME. The sent UP integrity protection policy can either be the one received from source eNB or the locally configured one if the target eNB does not receive it from the source eNB, but the UE E-UTRAN radio capability or the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. If the MME receives UP integrity protection policy, the MME shall verify that the UP integrity protection policy received from the target eNB is the same as the UP integrity protection policy that the MME has locally stored. If there is a mismatch, the MME shall send its locally stored UE's UP integrity protection policy of the corresponding E-RABs to the target eNB. This UP integrity protection policy, if included by the MME, is delivered to the target eNB in the Path-Switch Acknowledge message. The MME may support logging capabilities for this event and may take additional measures, such as raising an alarm.
NOTE 4:
An upgraded target eNB may not receive UE’s UP integrity protection policy from a legacy source eNB, thus, mismatch of UP integrity protection policy may not be regarded as an abnormal case. The upgraded target eNB can get UE’s UP integrity protection policy from the MME.
If the target eNB receives UE's UP integrity protection policy from the MME in the Path-Switch Acknowledge message, the target eNB shall update the UE's UP integrity protection policy with the received UE's UP integrity protection policy. If UE's current UP integrity protection activation is different from the determination of received UE's UP integrity protection policy, then the target eNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity as per the received policy from MME.

At an S1-handover, the source MME shall send the UE's UP integrity protection policy to the target eNB via the target MME. Besides, the source eNB shall also send the UE’s UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container. The target eNB shall use the UP integrity protection policy received from the MME and ignore the UP integrity protection received in the source-to-target container, if the target eNB does not receive the UP integrity protection policy from the MME, the target eNB shall use UP integrity protection policy received from the source eNB, if both is absent, but the UE E-UTRAN radio capability or EIA7 in the EPS security capability indicates that the UE supports use of user plane protection with EPC, the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source MME via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy.

At interworking-handover from 5GS to EPS, the SMF+PGW-C provides the UE's UP integrity protection policy to the target eNB via the target MME. The target eNB shall determine from the UP integrity protection policy received from the SMF+PGW-C via the MME together with indication that the UE supports use of user plane protection with EPC whether to activate user plane integrity protection with the UE or not. If the target eNB does not receive the UP integrity protection policy from the SMF+PGW-C via the MME, but the UE indicates support of UP integrity protection with EPS , the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source AMF via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy.

Editor’s Note: Policy handling when dealing with legacy nodes (eNB/MME) during interworking is FFS
*************** End of 1st Change ****************

