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1
Decision/action requested

Agree the changes in this pCR.
2
References

None
3
Rationale

Contribution adds details for Key Issue 26.
4
Detailed proposal

---------------------- Start of Changes -------------------------
5.27
Key Issue 26: Management APIs
5.27.1
Key issue detail

Both legacy and virtualised networks make extensive use of management APIs to manage NFs. These management APIs allow access to privacy and security sensitive information. APIs exist at all layers of network including the 3GPP application layer (e.g those with SBA), MANO systems and underlying NFV infrastructure (e.g. server management APIs supported by the server hardware). Management APIs provide a range of security critical NF management capabilities including basic configuration of NFs, policy management, audit and license management.
Specific to this KI, MANO systems provide a set of APIs (e.g. those standardised by ETSI ISG NFV SOL) which allow standardised subscription to a range of information, metrics and points of control for NFs or MANO itself. Many of these APIs and access credentials can be shared across multiple NFs, and as MANO is not specifically aware of VNF purpose at the 3GPP layer, can span slice or other 3GPP security domain boundaries.
Furthermore, many APIs currently allow different security access control mechanisms to those specified by 3GPP. Therefore, any difference in API security strength between those specified by 3GPP and those supported by the underlying MANO / NFV infrastructure risk impacting 3GPP security minima. Until late 2020, common MANO API standards in industry use still mandated support for TLS 1.0 or allowed use of weaker username and password authentication mechanisms. Such mechanisms have been prohibited by 3GPP for a number of years. Approaches using self-signed certificates are also common. 
Management APIs can have subscribers that are both internal and external to the 3GPP network. In the case of external APIs these provide standardised access to all NFs or MANO functions shared by all NFs, which do not pass through the 3GPP defined security interfaces (e.g. via SEPP) and do not fall into the scope of 3GPP Security Assurance Standards.





5.27.2
Security threats

Without appropriate security level minima (e.g TLS version, algorithm, token types), underlying management and licensing APIs introduce standardised mechanisms to access 3GPP NFs with lower levels of security than those accepted by 3GPP. This risk existed in legacy networks but there was no common published API available for an attacker to subscribe to.
Without appropriate linkage between security requirements for APIs all, at all system layers (3GPP, MANO, NFVI), a 3GPP system cannot achieve 3GPP specified security strength and attack resistance.

Some NFs or NF components are more sensitive than others (e.g. LI components, Cryptographic functions). Therefore, without appropriate API access restriction rules (both access to APIs and specific information or commands available for a given user), NFV level APIs may bridge or bypass 3GPP level NF security isolation requirements. 
5.27.3
Potential security requirements

Solutions to this Key Issue should ensure minimum levels of API security and support for isolation requirements across all layers in a 3GPP virtualised network. Based on current 3GPP requirements in TS 33.501 such a minimum level should cover authentication, authorization, integrity protection, replay deterrence, confidentiality protection, TLS profile and certificate profiles.
The system should be able to support a single 3GPP defined security level, for all APIs (including 3GPP layer, NFV layer and NFVI layer) within a 3GPP network. Solutions to this requirement required both inside and outside 3GPP.
The system should be able to support 3GPP defined API access restrictions for specific NFs, NF components and network slices. Solutions to this requirement required both inside and outside 3GPP.
---------------------- End Changes -------------------------

