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1
Decision/action requested

Update to solution 4.5 for the scenario of UE triggered service request.
2
References

[1]
3GPP TR 33.846 v0.11.0 
3
Rationale

In solution #4.5, SQNMS is shared and never sent in Authentication failure to prevent retrieve by attackers. However, Authentication may be performed in the scenario of UE triggered service request (clause 4.2.3.2 in TS 23.502). The original solution doesn’t work since there is no SQNMS and RANDMS for N2 message before authentication procedure..
So we propose to clarify the scenario of UE triggered service request for solution #4.5.

Specifically, let AMF get AUTS and RANDMS from UE when authentication is performed in the scenario of UE triggered service request, and keeps the procedure in solution #4.5 unchanged.
4
Detailed proposal

Changes to clause 6.4.5.2
**** START OF CHANGES ****

6.4.5.2
Solution details

If an attacker is able to retrieve the SQNMS details by having the database built with RAND and AUTN (captured from network) and use those against a victim UE with repetition of RAND and AUTN values, privacy of the victim UE is compromised. Such an attack can be carried out with control of RAND and AUTN. 

The following solution is applicable to EPS and prevents such attack, even with repeated RAND or AUTN. This can be achieved, if SQNMS is never sent in Authentication failure. Instead USIM calculates AUTS during the registration step using a newly generated RANDMS value. The new RANDMS will be used only for AUTS calculation and sent to home network along with AUTS (i.e. with the Registration request message). In the home network, after deconcealing SQNMS (from AUTS), RANDMS will be deleted and SQNMS is stored temporarily in UDM for future use.

Later after AKA challenge, when there is synch failure, then only the cause value is sent to network. A new AV is generated with the previously stored SQNMS and re-synch procedure begins.   
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Figure 6.4.5.2-1: SQNMS shared to SN in Registration Request (5GS)

Figure 6.4.5.2-1: depicts the solution of SQNMS shared in Registration request in AUTS from USIM to HSS. 

 1.
At USIM, new RANDMS is generated and SQNMS retrieved (fetch the highest previously accepted sequence number anywhere in the array). AUTS is calculated at USIM (according to clause 6.3.3 of 3GPP TS 33.102 [3]) and the registration request is sent from UE to AMF/SEAF with AUTS, RANDMS and SUCI or 5G-GUTI.

2.
Authentication request is sent from SEAF to AUSF with SUCI or SUPI, SN-name, AUTS and RANDMS.

3.
AUSF forwards the same content in Authentication Get Request message to UDM.

4.
SIDF performs the deconcealment of SUCI and Authentication method is selected. UDM tries to retrieve SQNMS from AUTS, stores SQNMS temporarily and deletes RANDMS. A new Authentication vector is generated using the existing SQNHE.

5.
The Authentication get response message is sent with the newly generated 5G AV.

6.
AUSF forwards the 5G SE AV in Nausf_UEAuthentication_Authenticate Response to SEAF.  

7.
SEAF forwards the RAND and AUTN in Authentication request message to UE.

8.
In USIM(UE), MAC will be verified followed by it, the SQN will be checked against the correct range.

9.
Success case: Authentication is successful, as HRES* is verified in Serving network and RES* is verified in home environment. When Authentication results are updated from AUSF to UDM, SQNMS will be deleted as home environment and UE are synchronized.

10.
Failure case: Authentication failure message is sent from UE to SEAF with only new failure cause for sync failure. SEAF forwards the failure message to AUSF and AUSF forwards it to UDM. UDM begins to re- synchronize using SQNMS received at step 4. SQNHE is updated with SQNMS.

NOTE 1:
This solution can also be adapted for EPS as follows. USIM generates a new RANDMS and calculates AUTS. AUTS and RANDMS is used in Attach request sent to HSS. Using RANDMS, SQNMS is retrieved from AUTS in HSS and RANDMS is deleted. The new Authentication vectors are generated with existing SQNHE and sent to MME along with SQNMS. MME stores SQNMS for future use. Both the generated RAND and AUTN is sent in Authentication request message to UE. In case of success, MME deletes SQNMS. In case of failure, AUTS is not calculated in USIM and only sync failure cause is shared to MME. MME shares the SQNMS in Authentication data request message to HSS and HSS starts re- synchronization procedure with SQNMS received before. Also, HSS updates SQNHE with SQNMS. 

In the scenario of UE triggered service request, authentication may be performed. AMF gets AUTS and RANDMS from UE and send them in authentication request to AUSF.
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Figure 6.4.5.2-2: UE Triggered Service Request procedure (AUSF get AUTS, RANDMS from UE)

Figure 6.4.5.2-2 depicts the procedure of UE triggered service request. 

UE to (R)AN: AN message (AN parameters, Service Request (List Of PDU Sessions To Be Activated, List Of Allowed PDU Sessions, security parameters, PDU Session status, 5G-S-TMSI, [NAS message container], Exempt Indication), AUTS and RANDMS).

(R)AN to AMF: N2 Message (N2 parameters, Service Request, AUTS and RANDMS).

After receiving the Service Request message, the AMF may perform authentication.
Authentication request is sent from SEAF to AUSF with SUCI or SUPI, SN-name, AUTS and RANDMS.
The further steps of the authentication procedure are as step 5 to 10 in figure 6.4.5.2-1.
Subsequent service request procedure is as described in sub clause 4.2.3.2 of TS 23.502. 
After the establishment of the signalling connection to an AMF, the UE or network may send signalling messages, e.g. PDU Session establishment from UE to the SMF, via the AMF.
**** END OF CHANGES ****

