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1
Decision/action requested

Addition of GBA-based solution for EEC authentication and authorization frawework with ECS and EES.
2
References

[1]
3GPP TR 33.839 v0.5.0


[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale

This contribution proposes GBA-based solution to perform authentication and authorization between EEC and ECS/EES to address key issue #1 and key issue #2.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.839 [1].

*** START of 1st CHANGE ***

Solution #X: GBA-based solution for EEC authentication and authorization framework with ECS and EES
6.X.1
Introduction

This solution addresses the security requirement for authentication/authorization between EEC and ECS/EES in the key issue #1, and key issue #2. In this solution, GBA as specified in 3GPP TS 33.220 [8], and TLS is reused as the building blocks for the EEC authentication framework if the EDGE-4 is deployed based on the UP connection. NAS and SBI interface protection is reused if the EDGE-4 is deployed based on the CP connection. For the authorization, the Oauth is selected for the authorization between EEC and EES.
6.X.2
Solution details



Figure 6.x.2-1 GBA-based EEC authentication and authorization framework with ECS and EES
It is assumed that GBA, TLS, and OAuth is supported by the UE, ECS, and EES.

Step 1-3. UE with EEC functionality registers in the 5G network.
There are two options for the authentication and data protection between EEC and ECS.

Option A (The EDGE-4 is deployed based on the UP connection): 

Step 4. The UE determines to use GBA based on the received GBA capability, and GBA as defined in the TS 33.220 [2] is used here to negotiate the preshared key KECS between UE and ECS, where ECS plays the role of a NAF.

Step 5a. EEC and ECS establish the TLS security tunnel based on the preshared key KECS. The authentication is fulfilled based on the TLS.

Option B (The EDGE-4 is deployed based on the CP connection):

Step 5b. The protection between EEC and ECS relies on the NAS and SBI interface protection. The authentication is implicitly performed as the primary authentication.

NOTE 0: CP connection option between EEC and ECS depends on the conclusion of CT1 and SA6.

NOTE 1: the following EDGE-4 data could be protected based on Option A or Option B according to its connection option.

Step 6. EEC sends the Provisioning request message to the ECS, including its EEC ID, application info.

Step 7. ECS determines the EES info (including EES Id, GBA capability), and generate the OAuth token with the following claims, i.e. EEC ID, ECS ID, EEC info, the authorized services.

Editor’s Note: It is ffs which identifier for the UE/EEC is included in the token.
NOTE 2: whether the EEC ID could use the edge service can be authorized based on the local policy. The token for consuming the ECS service may not be needed.

Step 8. ECS sends the token and EES info back to the EEC via the Provisioning response message.

Step 9. Similar with step 4, preshared key KEES is negotiated between EEC and EES, where EES plays the role of a NAF.

Step 10. EEC and EES establish the TLS security tunnel based on the preshared key KEES. The authentication is fulfilled based on the TLS.

Step 11. EES sends the EEC registration/ discovery request message to the EES, including the token.

Step 12. EES authorizes the EEC based on the verification of the token.

Step 13. If the verification successes, the EES sends the EEC registration/ discovery response message back to the EEC.

6.X.3
Solution Evaluation

This solution fully addresses the security requirement for authentication between EEC and ECS in the key issue #1 based on GBA and TLS, and fully address the security requirement for authentication and authorization between EEC and ECS in key issue #2 based on GBA, TLS and Oauth.
Editor’s Note: Identity privacy during GBA usage is FFS.

This solution requires that the EEC, ECS, and EES shall support GBA, TLS and OAuth mechanism. Similar with the SBA authorization, the ECS plays the authorization server role, EEC plays the EES service consumer, and the EES plays the service producer role within the OAuth architecture. 

How to authenticate the EEC ID is not captured in this solution.
*** END of 1st CHANGE ***
***********************************************

*** START of 2nd CHANGE ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Network capability re-exposure via Edge Enabler Server
	
	
	
	
	
	
	
	x
	
	

	Solution #16: EEC authentication and authorization framework with ECS and EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #17: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK

	x
	x
	x
	
	
	x
	
	
	
	

	Solution #18: Authentication and Authorization Framework for EDGE-4 interfaces using Primary authentication and proxy interface
	
	x
	
	
	
	
	
	
	
	

	Solution #19: Authentication/authorization between UE and Edge Data Network based on the secondary authentication
	
	
	
	x
	
	
	
	
	
	

	Solution #20: Authentication and authorization in EES capability exposure based on CAPIF
	
	
	
	
	
	
	
	x
	
	

	Solution #21: security for the interface between the SMF and LDNSR
	
	
	
	
	
	
	
	
	x
	

	Solution #22: EC: New solution on authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #23: Authentication and Authorization between EEC and ECS/EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #24: Using TLS with AKMA to protect edge interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #25: Practical authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #Z: GBA-based solution for EEC authentication and authorization framework with ECS and EES
	X
	X
	
	
	
	
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
*** END of 2nd CHANGE ***
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