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1
Decision/action requested

It is requested to approve the proposed updates to the solution #13.
2

Rationale

This contribution propose solution details when multiple MB-SMFs are used within the network, to resolve the following Editor’s Note:
Editor's note:
It is FFS, how mobility between the MB-SMFs is handled.
3
Detailed proposal

********* START OF CHANGES *********
6.13
Solution #13: Key generation and distribution for MBS 

6.13.1
Solution overview

This solution addresses Key Issue 2&3 to support the secure MBS traffic delivery between the UE and the NG-RAN. The MBS session key is derived by the MB-SMF and provided to the UE and also to the NG-RAN. Further keys are derived by the UE and the NG-RAN to protect the MBS data traffic over the air. For MBS data traffic protection (integrity and/or confidentiality protection) between the UE and the NG-RAN is performed at the PDCP layer.

Editor's note:
Call flow needs to be re-visited once SA2 has conclusion.

6.13.2
Solution details

6.13.2.1 Key generation and distribution
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Figure 6.13.2.1-1: MBS Session Key generated and distribution

1.
MB Session Announcement (see e.g., TS 23.468 [7]). 

2.
UE sends a MB Session Join Request (TMGI) message to the AMF, to join an MB Session. 

3.
If the AMF does not already have a MB Session Context for the received TMGI, the AMF selects an MB-SMF for the TMGI by querying the NRF. A MB Session Request (TMGI, AMF ID) message is sent to the MB-SMF to announce the AMF's interest in the MB Session. The MB-SMF generates a session key (KMBS, as detailed in clause 6.13.2.2) for the TMGI, selects the security algorithm(s) (encryption algorithm and/or Integrity protection algorithm) and generates a MBS Key index for the TMGI. 

If multiple MB-SMFs are used within the network, then a Key Management Server (KMS) is used to generate the session key (KMBS, as detailed in clause 6.13.2.2) for the TMGI, selects the security algorithm(s) (encryption algorithm and/or Integrity protection algorithm) and generates a MBS Key index for the TMGI. The MB-SMF fetch the MBS session security context data from the KMS. If the KMS does not already have a MBS session security context for the received TMGI from the MB-SMF, then the KMS generates the MBS session security context for the TMGI and provides it to the MB-SMF.
4.
The MB-SMF provides the MBS session security context data to the AMF. The AMF stores the MBS session security context data for the TMGI, in the MBS Session Context.

5.
The AMF creates a DL NAS MB Session Join Response message (which includes MBS session security context data) and piggy backs that on a N2 MB Session Join (NGAP ID, TMGI) message. The DL NAS message is protected using the NAS security context.

6. The AF requests activation of an MB Session by sending an Activate MBS Bearer Request (TMGI, Service Requirement) message to the NEF/MBSF.

7.
NEF/MBSF sends a MB Session Start (TMGI, Service Requirement) message to the MB-SMF. 

8.  MB-SMF sets the MB Session Context to active and sends MB Session Start (TMGI) messages to all AMFs that has earlier joined the MB Session.

9.
The AMF sends a MB Session Resource Setup Request (TMGI, MBS session security context data) message to all RAN nodes where CM CONNECTED UEs that has joined the TMGI resides. 
NG-RAN creates a MB Session Context (if it not already exists), sets it to 'active' state, stores the TMGI and MBS session security context data in the MB Session Context.

10.
If NG-RAN prefers to use N3 multicast transport, the NG-RAN joins the multicast group. 

11.
NG-RAN establishes PTM or PTP DL resources for the MB Session. 

For the TMGI’s PTM MB sessions, the NG-RAN activates the security context and indicates the key index and information required to derive the RAN specific keys (as detailed in clause 6.13.2.2). 

Editor's note:
The details of the exact message which will transport the security parameters and activation of MBS security depends on the work progress in RAN2. Once RAN2 make working assumptions, then the solution will be updated with further details. 
12. The NG-RAN transmits the received DL media stream using DL PTM or PTP resources. The NG-RAN uses the MBS session security context data of the TMGI to protect (encryption and/or integrity protection) the DL media stream.

6.13.2.2 Key hierarchy
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Figure 6.13.2.2-1: Key hierarchy generation

-
KMBS is an anchor/master/primary key, for a particular TMGI, generated by the MB-SMF. KMBS is provided to the UE and to the RAN. The network entity/function generates KMBS (for example, random key generated from a random number generation function).

-
KMBS-RAN is a key generated by ME and NG-RAN from MBS key KMBS. The KMBS-RAN is used to derive further keys that are used between the UE and the NG-RAN to protect MBS.

-
KMRBint is a key generated by ME and NG-RAN from MBS RAN specific key KMBS-RAN, which is used for the protection of MBS traffic with a particular integrity algorithm.

-
KMRBenc is a key generated by ME and NG-RAN from MBS RAN specific key KMBS-RAN, which is used for the protection of MBS traffic with a particular encryption algorithm. 

Key generation is performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220. When deriving a key, the input parameters are used to form the input S to the KDF.

The NG-RAN and the UE derives cell specific key from the session key (KMBS) as follows:

KMBS-RAN  = KDF {KMBS, TMGI, RANDMBS, CountMBS, PCI, ARFCN-DL}

KMRB-enc = KDF {KMBS-RAN, Algorithm type distinguisher value, Algorithm identifier value}

KMRB-int = KDF {KMBS-RAN, Algorithm type distinguisher value, Algorithm identifier value}

Details of the input parameters used to derive MBS keys:

 - TMGI: is included in the key generation as to bind the key to a specific TMGI.

 - PCI and ARFCN-DL:  are included in the key generation as to bind the key to a specific RAN Cell.

 - CountMBS: is used as a freshness parameter in refreshing the key. The NG-RAN associates a counter, called a CountMBS, with the MBS security context. The CountMBS is used as freshness input into key derivations. The NG-RAN sends the value of the CountMBS to the UE over the RRC signalling path when it is required to generate a new MBS key. The NG-RAN maintains the value of the counter for a duration of the current MBS security context between UE and NG-RAN. The NG-RAN initializes the CountMBS to 0x00 0x01 when the KMBS-RAN is derived. The UE and the NG-RAN maintains the CountMBS for lifetime of the KMBS-RAN. The CountMBS is incremented by the NG-RAN for every new computation of the KMBS-RAN. The NG-RAN sends the value of the CountMBS (used to generate the KMBS-RAN) to the UE. The UE accepts CountMBS value that is greater than stored CountMBS value. 

- RANDMBS: is used as a freshness parameter in refreshing the key (in other words, not to generate the same key every time), as to generate unique key for every key generation and to provide it to only authorised UEs. RANDMBS is used to prevent the UE from deriving the keys, which are not authorized for the current session, but obtained the MBS security context for the previous sessions. The size of the RANDMBS should be long enough to prevent predicting the KMBS-RAN, even if KMBS is known to a revoked UEs.

MBS bearer can comprise of MRB (PTM) or DRB (PTP) or a combination of MRB (PTM) and DRB (PTP). PTM path is protected with using the key (KMBS-enc/KMBS-int) and PTP path is protected using the UP key (KUPenc/KUPint). In case of combination of PTM and PTP delivery methods, same security policy is applied for both MRB and DRB bearers.

Editor's note: Key update, update conditions and protocols for KMBS and RANDMBS are FFS.

Editor's note: How MB-SMF selects AS security algorithms is FFS.

Editor's note:
Details on KMS is FFS, e.g., how it interfaces and interacts with MB-SMF.
6.13.4
Solution evaluation 

TBD

********* END OF CHANGES *********
