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1
Decision/action requested

Approve this contribution to add a new solution related to Key Issue (KI #1.3) to eNA study TR 33.866 on Authorization of NF Service Consumers for data access via DCCF. 
2
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3
Rationale

The contribution proposes a new solution for key issue #1.3 for TR 33.866 on Authorization of NF Service Consumers for data access via DCCF in case that no Messaging Framework is used.
This solution proposes a procedure with token(s) given by NRF for authentication and authorization of data consumer to access data from a data source via the DCCF.
4
Detailed proposal

***Start of 1stCHANGE***
6
Solutions

Editor's Note: This clause contains the proposed solutions addressing the identified key issues.
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
	Solutions
	Key Issues

	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection


	
	1.1
	1.2
	1.3
	1.4
	1.5
	1.X
	2.1
	2.2
	2.Y
	3.1
	3.2
	3.3
	3.Z

	#1: UE data collection protection
	
	
	
	
	X
	
	
	
	
	
	
	
	

	#2: Network Analysis Framework for DDoS Attack
	
	
	
	
	
	
	X
	
	
	
	
	
	

	#3: Usage of current SBA mechanisms to protect data in transit
	
	
	
	
	
	
	
	
	
	
	X
	
	

	#4: DCCF determining if NF Service consumer is authorized to invoke a service to a Data Producer NF for data collection
	
	
	X
	
	
	
	
	
	
	
	
	
	

	#5: Providing the security of data via Messaging Framework
	
	
	
	X
	
	
	
	
	
	
	
	
	

	#6: Integrity protection of data transferred between AF and NWDAF
	X
	
	
	
	
	
	
	
	
	
	
	
	

	#7: Detection of anomalous NF behaviour by NWDAF
	
	
	
	
	
	
	
	X
	
	
	
	
	

	#8: Privacy preservation of transmitted data
	
	
	
	
	
	
	
	
	
	X
	
	
	

	#X: Solution on Authorization of Data Consumers for data access via DCCF
	
	
	X
	
	
	
	
	
	
	
	
	
	


****End of 1st CHANGE****

****Start of 2nd CHANGE****

6.X
Solution #X: Solution on Authorization of Data Consumers for data access via DCCF
6.X.1
Introduction

This solution addresses KI#1.3 on Authorization of data consumers for data access via DCCF.

Based on a request from a DCCF, data producer sends data to a requesting data consumer, even though the data consumer is not authorized to receive this data. This solution addresses the unauthorized data consumer issue in the case that DCCF is used to coordinate the data collection.
6.X.2
Solution details

The data consumer requests authorization from the NRF to invoke services of a DCCF and a data producer. After data consumer requests a token for the DCCF service request, the consumer requests another token for data collection request. 

The NRF determines if the data consumer is authorized to use the service of the DCCF and the NRF sends a token for DDCF service. The NRF then determines if the data consumer is authorized  to collect the requested data from the data producer, and then the NRF provides another access token to the data consumer. The data consumer uses these tokens for the service requests to the DCFF and data producer. The DCCF executes the service by verifying the token for DCCF service. Then the DCCF sends the data request by the token for data collection to the data producer. The data producer executes the service by verifying the token and sends the data to the data consumer via DCCF. 

The solution is shown in detail below:
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Figure 6.X.2-1. Authorization of data consumer for services of DCCF and data producer
1. The data consumer requests a token from the NRF for the DCCF service.
2. The NRF checks if the data consumer is allowed to access DCCF. If the check was successful, NRF generates the token. The access token that the consumer receives from the NRF contains the information that the consumer is authorized to invoke DCCF services. 

3. The NRF sends the token for the DCCF service to the data consumer.
4. The data consumer requests a token from the NRF for the data collection requests from the target data producer if possible. In the token request, the data consumer includes, besides the existing token request parameters, the following additional parameters: the data that the data consumer wants to collect, information about the data producer that is available to the data consumer, e.g., name of the data producer service or data producer NF instance ID if available to the data consumer.

5. The NRF checks if the data consumer is allowed to consume the data. If the check was successful, NRF generates the token. The access token that the consumer receives from the NRF contains the information that which data the consumer is allowed to retrieve. Besides the existing parameters, the token contains the following additional information: the data that the data consumer wants to collect, both the data producer NF ID (if there exists) and the name of the data producer service. 

6. The NRF sends the token for data collection to the data consumer.
7. The consumer sends the received token for the DCCF service to the DCCF. This request also includes the access token for data collection.
8. The DCCF verifies the token and checks the authorization result. If the consumer is allowed to get services from the DCCF and collect data, then the DCCF coordinates the data collection request. 
9. The DCCF sends the access token for data collection to the data producer to retrieve the data. Since this request also includes the authorization of the data consumer for getting service from the DCCF, the data producer ensures that the data consumer has initiated this data request. 

10. The data producer verifies the access token and execute the service.
11. The data producer provides requested data to the DCCF.
12. The DCCF forwards the provided data to the data consumer.
6.3.3
Evaluation

TBD
****End of 2nd CHANGE****
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