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1
Decision/action requested

SA3 is kindly asked to approve the proposed change to add a new key issue in TR 33.847 about security policy handling supporting indirect network communication.
2
References

[1]
3GPP TR 23.752 v17.0.0
Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)

[2]
3GPP TR 33.847 v0.5.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

As per TR 23.752 [1], 5G ProSe needs to support indirect network communication with a UE-to-Network relay between the Remote UE and the network. Regarding the UP security policy for the Remote UE configured by the network, as no AS security can be established between the Remote UE and the gNB in case of a L3 U2N relay in between, it is to be studied how the UP security activation status can be securely provisioned from the gNB to the Remote UE and how the security policy can be consistently enforced by the gNB and the Remote UE. 

According to the conclusion made by SA2, solution #6 in TR 23.752 [1] clause 6.6 is taken as the baseline for support of U2N relay in case the U2N relay is an entity trusted by the Remote UE. As indirect network communication between the Remote UE and the gNB via L3 U2N relay goes through the PC5 link (Remote UE – U2N relay) and the Uu link (U2N relay – gNB), hop-by-hop security is required to be supported over PC5 link and Uu link, which means the following:

-
On the one hand, the secure provisioning of UP security activation status from the gNB to the Remote UE relies on the security protection on Uu signalling and PC5 signalling. The security of Uu signalling can be ensured by the AS security between the U2N relay and the gNB, then the security policy of PC5-S needs to support the secure provisioning. 

-
On the other hand, the activated UP security protection between the Remote UE and the gNB relies on the support of Uu UP security and PC5 UP security. Uu UP security relies on the UP security policy for U2N relay, and PC5 UP security replies on the security policy for PC5-U.
The pCR proposes to add a new key issue in TR 33.847 [2] addressing the above finding with threat analysis as well as the potential requirements.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key Issue #X: Handling of UP security policy for indirect network communication
5.X.1
Key issue details
As per TR 23.752 [2], 5G ProSe needs to support indirect network communication with a UE-to-Network relay between the Remote UE and the network. Regarding the UP security policy for the Remote UE configured by the network, as no AS security can be established between the Remote UE and the gNB in case of a L3 U2N relay in between, it is to be studied how the UP security activation status can be securely provisioned from the gNB to the Remote UE and how the security policy can be consistently enforced by the gNB and the Remote UE. 
According to the conclusion on the support of U2N relay in TR 23.752 [2] clause 8.3, solution #6 in TR 23.752 [2] clause 6.6 is taken as baseline in case the U2N relay is an entity trusted by the Remote UE. As indirect network communication between the Remote UE and the gNB via L3 U2N relay goes through the PC5 link (Remote UE – U2N relay) and the Uu link (U2N relay – gNB), hop-by-hop security is required to be supported over PC5 link and Uu link, which means the following:

-
On the one hand, the secure provisioning of UP security activation status from the gNB to the Remote UE relies on the security protection on Uu signalling and PC5 signalling. The security of Uu signalling can be ensured by the AS security between the U2N relay and the gNB, then the security policy of PC5-S needs to support the secure provisioning. 
-
On the other hand, the activated UP security protection between the Remote UE and the gNB relies on the support of Uu UP security and PC5 UP security. Uu UP security relies on the UP security policy for U2N relay, and PC5 UP security replies on the security policy for PC5-U.
5.X.2
Security threats
If the PC5-S traffic between the Remote UE and U2N relay is not integrity protected, the UP security activation status from the gNB forwarded by U2N relay can be tampered or removed by attackers, making the UP security activation status at the Remote UE and at the gNB not match. This will results in failed establishment of RRC connection, which is a form of DoS attack on the Remote UE.
For the Remote UE to use services with specific security requirement (e.g. 5G TSC service), the UP security policy shall be configured by the network as “Required”, which needs to be enforced by the Remote UE and the gNB. If either the negotiated PC5-U (Remote UE – U2N relay) security policy or Uu (U2N relay – gNB) UP security activation status does not support it, the security requirement of the services cannot be met, i.e. the security level of the used services is downgraded.
5.X.3
Potential security requirements
The 5G system shall support a means to configure, provision and negotiate PC5-S security policy between Remote UE and U2N realy in order to support Remote UE’s UP security activation.
The 5G system shall support a means to configure, provision and negotiate PC5-U security policy between Remote UE and U2N realy to be aligned with Remote UE’s UP security policy set by the network.
The 5G system shall support a means to ensure that U2N relay’s UP security policy is able to support Remote UE’s activated UP security.
*************** End of the Change ****************
