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1
Decision/action requested

Discussion of GSMA LS S3-211383 Prevention of attacks on sliced core and way forward proposal.
2
References

[1]
33.501
3
Rationale

This discussion papers gives comments to the GSMA LS S3-211383 received by SA3 and proposes a way forward.
Related CRs are in S3-211985/86.

4
Discussion
GSMA on Theft of Access Token - Description

The attack assumes the network function controlled by the attacker establishes a TLS connection with the Network Repository Function (NRF). The network function controlled by the attacker would make an API request (Nnrf_AccessToken_Get) to the NRF which uses the slice identity of the victim slice in the requesterSnssaiList field (3GPP TS 29.510, 6.3.5.2.3). The NRF would validate if the requesting network function is allowed to access the requested service offered by the shared network node (TS 33.501, 13.4.1.1.2). As the requested service would reside on a shared node it would issue a token for the shared network function which serves both the attacker’s slice and the victim slice. The issued token contain claims may include a list of NSSAIs or NSI IDs for the expected NF Service Producer instances. 

Nokia Comment 1: 

An NF controlled by an attacker making API request with chosen fields is hard to achieve unless this is an insider attack from within the 5GC. Specifications and protocols may not be able cover all scenarios arising out of an insider attack. This is applicable for 5G as well as previous 4G/3G etc. Usually defense-in-depth principles are applied to cover such scenarios.
The network function controlled by the attacker would establish a TLS connection with the shared node and then use the token received by the NRF for requesting a service for the victim slice. The shared node would assume that the NRF has performed all authorization checks validate that the token by checking the AuthenticationTokenClaims. The validation of the AuthenticationTokenClaims would be going through and the requested service for the victim slice be granted to the attacker controlled network function. 

This implies potential access to resources and services which are intended for the victim slice.

GSMA observations with regard to Theft of Access Token

The underlying issue is the lack of details regarding information provided in different layers of the communication and cross-validation for consistency.

Currently, there seem: 


· No clear requirement in the 3GPP specifications for the NRF to match the identity provided (IP address, instance ID) provided by the requesting network function in the TLS tunnel set-up to the NRF against the slice identity provided by that network function i.e. if that network function is really belonging to that Slice. TS 33.501 contains in 13.4.1.0 a note pointing at the possibility for potential further checks but not clarifying any details of such potential checks.

· No requirement in the 3GPP specification for the NRF to validate the TLS identity (IP address, instance ID) provided by the network function with the slice-id (S-NSSAI) in the API request received, against a mapping. This mapping of network functions and slice-ids could be used to validate that the requesting network function belongs to the slice which is used in the API request. There is no cross-layer matching currently for slice identity related information.

Nokia Comment 2: 

Regarding observations above,  NF IP@ or instance id is not mandated to be a part of the TLS profile. But that is solved differently, by S3-203049 presented in the November Meeting. TS 33.501, Clause 13.4.1.1:

“The NF Service Consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. The message shall include the NF Instance Id(s) of the NF Service Consumer, the requested "scope" including the expected NF Service name(s) and optionally "additional scope" information (i.e. requested resources and requested actions (service operations) on the resources), NF type of the expected NF Service Producer instance and NF Service Consumer. The NF Service Consumer may also include a list of NSSAIs or list of NSI IDs for the expected NF Service Producer instances. 

The message may include the NF Set ID of the expected NF Service Producer instances.

The message may include a list of S-NSSAIs of the NF Service Consumer”
The NRF may verify the input parameters (e.g., NF type) in the access token request to match with the corresponding ones in the public key certificate of the NF service consumer or that in the NF profile of the NF service consumer. The NRF may optionally authorize the NF service consumer. It shall then generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45].

· No clear place in the AuthenticationTokenClaims to put the slice-id of the consuming network function (potentially that might be placed in the extended scope, but that is not really specified). Currently, the slice-ids in the token are to indicate which services and slice access is given to and not for which slice is consuming a service. 

Nokia Comment 3: 

Observation 3, Slice-id of the NFc in AuthenticationTokenClaims, is not needed if 1 and 2 above are resolved, as NRF will not even generate the access token then.

· There is no requirement that the S-NSSAIs have to be all different in the network (an operator could set the same SST type for different customers and having no SD at all)

Nokia Comment 4: 

23.501, 5.15.2.1 “An S-NSSAI can have standard values (i.e. such S-NSSAI is only comprised of an SST with a standardised SST value, see clause 5.15.2.2, and no SD) or non-standard values (i.e. such S-NSSAI is comprised of either both an SST and an SD or only an SST without a standardised SST value and no SD). An S-NSSAI with a non-standard value identifies a single Network Slice within the PLMN with which it is associated. An S-NSSAI with a non-standard value shall not be used by the UE in access stratum procedures in any PLMN other than the one to which the S-NSSAI is associated.”

The specification of slice-id in 3GPP TS 23.501 section 5.15.2 leaves room for different interpretations:

· Is it allowed to have two slices with the same SST (the SD is after all optional and not a conditional element)?

Nokia Comment 5: 

23.501 defines 4 standardised values for SST for eMBB, URLLC, mIOT, V2X. But that doesn’t mean only one NS of each type only is possible in a PLMN.

· Is every slice-id which has a SD automatically non-standard? Even if it has a standard SST value?

Nokia Comment 6: 

A standard S-NSSAIs is comprised only of a SST value standardised in clause 5.15 of TS 23.501.  the values of SST 0-127 are reserved for standardized S-NSSAIs. Any other S-NSSAI is non-standard. But there is NSI-ID also in addition to S-NSSAI, “The use of NSI -ID in the network is optional and depends on the deployment choices of the operator. If used, the NSI ID is associated with S-NSSAI. “

GSMA on OCI mis-usage

OCI mis-usage – Description

In addition to the assumptions in 2.1 it is assumed in the second attack scenario that Overload Control Indicator (OCI) described in 3GPP TS 29.500 header is supported by the network functions. The OCI which is part of the HTTP header and can be used to indicate overload from one network function to another during normal service operations.

The attack assumes the network function controlled by the attacker establishes a TLS connection with the Network Repository Function (NRF). The network function controlled by the attacker would make an API request (Nnrf_AccessToken_Get) to the NRF and would request a token for service usage of a shared network function. The request would include the slice-id of the slice where the network function resides which the attacker has control over. The NRF would issue a corresponding token.

The network function controlled by the attacker would establish a TLS tunnel with the shared network function. He would send the token and the OCI-header. The HTTP header includes the overload indicating 3gpp-Sbi-Oci header information and in there the slice-id (S-NSSAI) of the victim slice. The receiving shared network function would validate the token for the usage of the API, which was correctly issued by the NRF. As shared network function is serving both slices (attackers and victims) and the service API is allowed to be used, there would be no reason for the shared network function to block or not to process the whole message.

The shared network function which provides the service would process the whole message (including header) and assume that the victim slice was overloaded and should not be contacted, for example with notifications. This overload situation for the victim slice would be stored by the shared network function with the corresponding time information given in the OCI header. The service would be delivered as requested to the network function controlled by the attacker.

The mis-usage of the OCI-header may cause a DoS against a network function or a slice.

Nokia Comment 7:  

This attack above is not possible, it is mis-understanding of specifications. OCI is defined at the NF/Set level, not at Slice level. So, for example, an SMF can mark the slice resources of the SMF is overloaded via the OCI, but it cannot mark the whole slice (all the resources of the slice outside the SMF) as overloaded. 

Therefore, when SMF1 (supporting Slice1) under attack, adds the OCI (=Slice2) to the shared NF, the shared NF considers the SMF1 is overloaded for the slice2. Therefore, this will not cause any issues. Different scope for OCI are specified in TS 29.500 clause 6.4.3.4.
GSMA Observations regarding OCI mis-usage

Many of the considerations for the AuthenticationTokenClaims to be more slice specific also apply here. In addition, the 3GPP specifications do not mention any cross checking of the overload header information 3gpp-Sbi-Oci against the slice-id contained (potentially e.g. extended scope) in the token used or any slice-id in the API service request. 

Usage of slide-id and matching of the provided information in different parts of a message for consistency by the shared network functions should be investigated. Also evaluating the 3GPP specifications, how a shared network function could potentiallyl obtain the information needed to perform any consistency checks might be useful.

GSMA on User Loction Information Aquisition

User Loction Information Aquisition – Description

In addition to the generic assumption in 2.1 the thrid attack also assumes that the attacker knows the IMSI of the subscriber he is targeting. This IMSI does not belong to a user of the slice 2, where the attacker has control over a network function. The victim slice is called slice 1 and the target shared node is an AMF which offers its location service to both slice 1 and slice 2.

The attacker controlled network function belonging to slice 2 would set-up a TLS tunnel to the NRF and request an access token for location service API usage provided by an AMF that serves both slice 1 and slice 2. The NRF would issue such a token.

The attacker controlled network function belonging to slice 2 would then set-up a TLS tunnel to the AMF. Then the attacker controlled network function presents the token issued by the NRF and makes the service location request. Inside the API call the attacker puts an IMSI belonging to the other Slice 1 (Individual UE context information element). The shared network function validates the TLS tunnel and the token for the service API usage, which are all in-order, therefore it would deliver the requested location information for a user from slice 1 to a network function belonging to slice 2. 

This attack may result in leakage of user information.

Comment 8: 

The above is an insider attack, only possible if the attacker has access and total control of the NFs. This scenario should be addressed by restricetd access control procedures to NFs.

GSMA Observations regarding User Location Information Aquisition

In the 3GPP architecture the UE identity – slice identity check is only performed, when the UE connects and requests a service. This kind of mapping is not performed for core network signalling messages like location service related requests.

One of the underlying issues is the granularity of authorization by the NRF. The authorization token is bound to a service API, network function and potentially a slice identity (if the scope element of the AuthenticationTokenClaim is used also for slices), but the actual request to the service will contain all kind of different information elements needed to provide the service in the example given the IMSI.

While the third attack focuses on location tracking and AMF, the usage of an IMSI that belongs to another slice inside an service API call poses a general risk as the IMSI is typically used for look-ups and as a search key. The affilication of the IMSI to a slice needs to be validated and cross-checked with information and token provided by the requesting network function. Again, this may require study of an extension of the AuthenticationTokenClaim. 

An AMF has already the information to map an IMSI to a slice (as this is needed for connecting the UE to the correct slice), but for other network functions the situation may require further study.

If TLS and NRF are not deployed or in usage, parts of the attack might potentially affect a larger range of slicing architectures and not only the shared node architecture. There is potentially no information available to validate if the requesting network function is really authorized to request information for a specific slice.

5
Proposed actions 

In summary, currently the NSSAI ID to which a NF Consumer (if provided in the access token get request) belongs cannot be verified by the NRF, because the NSSAI ID is neither a part of the certificate profile of NF Service Consumer, nor can it be assured that the NRF receiving the access token request contains the profile of the NF Service Consumer from which the request is received. 

It is proposed to update Rel-16 onwards, to

· enhance the CCA as described in the clause 13.3.8 and add the NSSAI ID value of the NF Service Consumer for the NRF to verify. 
·  enhance the access token claims generated by the NRF to also include the NSSAI ID of the NF Service Consumer
so that when receiving the service request, the NF Service Producer can also verify the NSSAI ID of the NF Service Consumer by comparing the NSSAI value present in the CCA against the NSSAI value present in the access token claims.

The related CRs S3-211985/86 are proosed under agenda item 4.16 (5G_eSBA).
Finally, it is proposed to send a reply LS to GSMA citing above observations made in Nokia comments and that the 3 attacks mentioned will not succeed, since they have been addressed already.
