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1
Decision/action requested

This contribution proposes the conclusion for KI#4 and KI#5.
2
References

[1] TR 33.839 v040

3
Rationale

This contribution proposes a conclusion for key issue #4.
The requirements of KI#4 is as follows:

5.4.3
Potential security requirements

UEs and Edge Data Network shall be mutually authenticated. When the Edge Data Network is outside of the 3GPP domain, non-3GPP credentials may be used. 
UE’s access to Edge Data Network shall be authorized.

Existing security mechanisms shall be re-used as much as possible (e.g. secondary authentication or slice-specific authentication).

There are two relevant solutions for this key issue, solution #4, and Solution #19. Solution #4 is mainly discussing the authentication and authorization issues based on the SA6 architecture. However, this key issue is added from SA2 pespective.

Hence, it is proposed to use the secondary authentication described in solution #19 to solve this issue. According to the secondary authentication, UE and EDN will be mutually authenticated, and accessing EDN will be authorized.
Key issue #5 requires that the edge data network application user identifiers and credentials shall be protected in storage and in transit. It is concluded that no normative works is required, since protection in storage/in transit of user identifiers and credentials belonging to application layer is out of scope of this study.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change****************************

7.4
Conclusions for Key Issue #4

Solution #19 that proposes to reuse the secondary authentication to solve key issue #4 is endorsed for conclusion. Since secondary authentication is already supported in TS 33.501 [7], no normative works is required.
***************************Next change****************************

7.5
Conclusions for Key Issue #5
Key issue #5 requires that the edge data network application user identifiers and credentials shall be protected in storage and in transit. It is concluded that no normative works is required, since protection in storage/in transit of user identifiers and credentials belonging to application layer is out of scope of this study.

***************************End of change****************************

