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1	Decision/action requested
The pCR proposes a solution to mitigate the SUPI guessing attack without changing the format of SUCI, and is kindly asked to be approved by SA3.
2	Reference
[1]		 	3GPP TR 33.846 V0.11.0, Study on authentication enhancements in 5G System

3	Rationale
As shown in key issue #3.2  in TR 33.846, the current ECIES scheme is vulnerble to the SUPI guessing attack .  As a result, the attacker is able to determine whether a SUPI belongs to a given network.  
This pCR proposes a solution to mitigate the SUPI guessing attack without changing the format of SUCI.  The UE generates a SUCI, whose format is consistent with TS 33.501. The method to encrypt the MSIN complies with TS 33.501. But the calculation of the authentication tag is different from TS 33.501 in context of input items. In TS 33.501, the input items are KM, KE {MSIN}. In the proposed scheme, the hash of the root key K shared between UE and network is added to the input item to calculate the Tag, which is depicted as follows:
Tag= HMAC–SHA-256(KM, KE{MSIN}||SHA-256(K))
The UDM verifies the Tag to determine whether the SUCI message is a SUPI guessing attack. Even if the SUPI is correctly guessed, the network still can detect the error of the Tag, as he attacker does not know the shared key between the UE and the network.
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6.3.Y	Solution #3.Y: <  mitigate the SUPI guessing attack without changing the format of SUCI  >
[bookmark: _Toc22397244]6.3.Y.1	Introduction
The solution addresses the key issue #3.2 
[bookmark: _Toc22397245]6.3.Y.2	Solution details
This pCR proposes a solution to mitigate the SUPI guessing attack without changing the format of SUCI.  The UE generates a SUCI, whose format is consistent with TS 33.501. The method to encrypt the MSIN complies with TS 33.501. But the calculation of the authentication tag is different from TS 33.501 in context of input items. The hash of the root key K shared between UE and network is added to the input item to calculate the Tag.  
The detailed steps are as follows.
1. The UE generates a SUCI, whose format is consistent with TS 33.501. The method to encrypt the MSIN complies with TS 33.501. The calculation of the authentication tag is as follows.
Tag= HMAC–SHA-256(KM, KE{MSIN}||SHA-256(K))
Where KM, KE are authentication key and encryption key specified in TS 33.501, respectively. K is the root key. “||” denotes the concatenation of messages.
2. If the encryption of SUPI is performed on the USIM, the USIM generates SUCI and transmits it to the ME, and the ME transmits it to the network. If the encryption of SUPI is performed on the ME, the USIM transmits the SHA-256 (K) to the ME. With the SHA-256 (K), ME generates SUCI, then it sends the SUCI to the network. 
3. After receiving the SUCI, the UDM decrypts KE{MSIN} and gets the SUPI.  The root key K can be acquired according to the SUPI. The Tag is verified based on the root key K. If the verification is successful, it proves that there is no SUPI guess attack. Finally, and the authentication vector is generated and returned to the UE. If the verification is failed, the UDM replies with the Registration Reject message with cause #3.

[bookmark: _Toc22397246]6.3.Y.3	Evaluation
The proposed scheme mitigates the SUPI guessing attack without changing the format of SUCI. So the proposed scheme does not have impact on the serving network.
The proposed scheme has impact on UE and UDM. 
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