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1	Decision/action requested
This contribution adds threat reference in clause 5.2.5.7.7.1 and 5.2.5.7.7.2.
2	Rationale
This contribution proposes to add threat references to clause 5.2.5.7.7.1 and 5.2.5.7.7.2 respectively. 
GVNP of type 3 as a pre-condition is proposed to add in pre-condition.
In addition, this contribution also proposes an example to clarify the detailed error hardware resource configuration and the related EN is proposed to delete. 

 
3	Detailed proposal
****************** Start of the first change ******************
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[bookmark: _Toc63100032]5.2.5.7.7.1	General
All texts in clause 5.2.5.5.7 apply to GVNP of type 3. In addition, GVNP of type 3 has the following security requirements related to hardware resource management, tampering hardware resource management information and trusted platform which are derived from virtualisation and related test cases.
5.2.5.7.7.2	Potential security functional requirements on hardware resource management 
Requirement Name: secure hardware resource management
Requirement Description:
The VIM manages the hardware resource configuration and state information exchange. When the VIM is compromised to change the hardware resource configuration, an alert shall be triggered by the hardware. The administrator can check the alert and find the attack at latter.
Threat Reference: Threats on interface between hardware and Virtualised Infrastructure Manager (VIM) in clause 5.2.4.4.2.3, Denial of Service in clause 5.2.4.4.2.8	TBA
Test case: 
Test Name: TC_SECURE HARDWARE RESOURCE MANAGEMENT
Purpose:
To test the hardware alerts the error of the hardware resource configuration from the VIM.
Procedure and execution steps:
Pre-Condition:
There is a VIM (or simulated VIM), GVNP of type 3 on the test environment.
Execution Steps
Execute the following steps:
1. The tester utilizes the VIM to make an error hardware resource configuration (e.g. error firmware upgrade).
2. The tester checks whether an alert is triggered or not.
Editor's note: The detailed error hardware resource configuration is ffs.
Expected Results:
 The hardware triggers an alert.
Expected format of evidence:
Screenshot contains the alert.
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****************** Start of the second change ******************

5.2.5.7.7.3	Potential security functional requirements on tampering hardware resource management information
Requirement Name: secure hardware resource management information
Requirement Description:
When a compromised Virtualisation layer tampers the hardware resource configuration which is received from the VIM to result in the configuration error of the hardware, the hardware shall trigger an alert. The administrator can check the alert and find the attack at latter.
NOTE:	Whether the virtualisation layer is trust or not is based on operator's decision.
Threat Reference: Threats on interface between hardware and Virtualised Infrastructure Manager (VIM) in clause 5.2.4.4.2.3
Test case: 
Test Name: TC_SECURE HARDWARE RESOURCE MANAGEMENT INFORMATION
Purpose:
To test the hardware alerts the error of the hardware resource configuration.
Procedure and execution steps:
Pre-Condition:
There are a virtualisation layer (or simulated virtualisation layer) and a host, a VIM on the test environment.
Execution Steps
Execute the following steps:
1. The tester tampers a received hardware resource configuration that the virtualisation layer received from the VIM.
2. The tester checks whether the hardware alerts when the tampered hardware resource configuration is implemented.
Expected Results:
 The hardware alerts the error of the hardware resource configuration.
Expected format of evidence:
Screenshot contains the alert.
NOTE:	The security requirement and related test cases in clause 5.2.5.7.7.3 is only considered in the decoupling scenario.
 

****************** End of the second change ******************

