3GPP TSG-SA3 Meeting #103-e 
S3-211794
e-meeting, 17 - 28 May 2021














Revision of S3-20xxxx
Source:
Qualcomm Incorporated
Title:
Some analysis for key issue #1
Document for:
Approval

Agenda Item:
5.21
1
Decision/action requested

This contribution proposes some analysis for key issue #1.
2
References

[1]
S3-211266
3
Rationale

RAN are introducing the feature that certain slice can be served by certain cells and in order to support an optimised the selection of the desired cell by the UE, the slices served by the cell are made available to the UE in a broadcast message. If broadcasting slice information has a UE privacy risk then the same privacy risk exists even without the broadcast of the slices related to a cell. This because by serving different slices with different cells means that any UE that is on a particular cell is known to be accessing particular slices. Of course for generic slices used by most customers, there is not significant privacy threat as a UE is roughly equally likely to be on one cell as the other. 

In summary, the UE privacy risk from this new feature comes from serving different slices on different cells as much as the broadcast message.  
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].

**** START OF CHANGES ****
5.1
Key Issue #1: privacy issue on broadcasting slice information 
5.1.1
Key issue details

A gNB may support multiple and different network slices, and on different frequencies in different regions.  

In TR 38.832 [6], in order to support fast cell selection and cell reselection for particular network slices, solutions based on broadcasting slice related information, e.g. NSSAI or others, are being studied. In this key issue, the following questions are to be addressed: 

- Whether broadcasting slice related information in this scenarios will cause any privacy issue

- If yes, mitigation solutions need to be provided..
If broadcasting slice information has a UE privacy risk then the same privacy risk exists even without the broadcast of the slices related to a cell. This because by serving different slices with different cells means that any UE that is on a particular cell is known to be accessing particular slices. Of course for generic slices used by most customers, there is not significant privacy threat as a UE is roughly equally likely to be on one cell as the other.
5.1.2
Security threats
FFS
5.1.3
Potential security requirements

FFS
**** END OF CHANGES ****

