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1	Decision/action requested
The contribution proposes to resolve an Editor's Note in Solution 19 related to security implications of the solution
2	References
[bookmark: specNumber][1]	3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
[2]			3GPP TR 23.700-07:” Study on enhanced support of non-public networks”
[3]			GSMA SGP.21 eSIM Architecture Specification, https://www.gsma.com/esim/esim-specification
[4]			Bootstrapping Remote Secure Key Infrastructures (BRSKI), https://datatracker.ietf.org/doc/draft-ietf-anima-bootstrapping-keyinfra/
3	Rationale
Solution 19 of TR [1] contains following editor's note:
Editor's note: The security implications of skipping client authentication is FFS.
For the resolution of the editor's note the following rational is provided:
From the point of view of the onboarding network the impact of not executing client authentication is that an adversary can use communication resources of the O-SNPN for purposes other than onboarding.
This problem can be mitigated by restricting granted connectivity to selected pre-known and preintegrated provisioning server (PVS).
This, however, is also necessary in case of primary authentication with a default configuration server (DCS). The mere fact that a UE can be authenticated by a DCS, does not guarantee that the UE has not been tampered by the buyer of the device or that the UE is not trying to contact a malicious PVS (whose address has been configured by a malicious device owner at the DCS).
Finally, the integration of an O-SNPN with a DCS adds an additional security risk as well. Especially if 5GS is deployed within a security zone (for instance as part of an industrial network) any connection from a UE without this security zone is strictly prohibited. In such a scenario the primary authentication involving direct communication between a UE and an external server is a bridge from within the security zone to the outside world, which could be exploited by an attacker, i.e., by illegally sending packets between a hacked DCS and a malicious onboarding UE in the security zone using a corrupted EAP session.
Absence of client authentication during initial access does not have any negative impact on the provisioning, provided that the provisioning protocol does not depend on the security provided by the onboarding network. It can be assumed that all relevant provisioning protocols will fulfil this requirement. Examples include the consumer version of GSMA RSP [3] or IETF BRSKI [4]. 
In summary, in a very secure setup no DCS operated by third party will be acceptable. Rather an onboarding UE will get restricted access to a local PVS without requiring prior UE authentication.
Proposal It is proposed to remove the Editor's Note.
4	Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
[bookmark: _Toc66185432]6.19	Solution #19: Secure onboarding without client authentication 
[bookmark: _Toc66185433][bookmark: _Toc56501623]6.19.1	Introduction
[bookmark: _Toc56501624]This solution addresses key issue#4 Securing initial access for UE onboarding between UE and SNPN. The scope of the solution is limited to cases, in which the subsequent onboarding shall be executed using a restricted PDU session.
In this solution one-way authentication including 5G key hierarchy is executed. The main difference to other solutions is that the network does not authenticate the UE, e.g., no peer authentication is applied during EAP-TLS authentication, The main difference of the modified variant with respect to EAP-TLS is that it does include server authentication only, but no client authentication.
That is, no default credentials or default credential server needs to be involved. Default credentials will be used only during the actual provisioning step, which is outside the scope of this solution.
[bookmark: _Toc66185434]6.19.2	Solution details
Figure 6.19.2-1 shows a generalisation of the solution. 



Figure 6.19.2-1: initial access and sharing of identity.
1.	The UE sends a Registration Request including a SUCI to the network.  
2.	AMF / SEAF forwards request to AUSF.
3.	Based on the received SUCI the AUSF concludes that the UE wants to execute unauthenticated access and selects a corresponding EAP-TLS method configured without client authentication. The selection of the EAP method might be carried out by the AUSF, or the AUSF might invoke the UDM for this (not shown in Figure 6.19.2-1)
4.	UE and AUSF execute EAP based authentication using the selected EAP-TLS method. This is following the procedure in TS 33.501 [2] described for EAP-TLS except that the selected EAP-TLS method without client authentication.
5.	Before the last step of the EAP procedure the AUSF calculates KAUSF and KSEAF as defined in TS 33.501 [2], i.e., The EMSK resulting from the executed EAP session is used as input for the derivation of KAUSF.
6.	The AUSF returns response message including EAP Success message, KSEAF and SUPI. The SUPI is set to a predefined constant value, which indicates to the SEAF that the UE has not been authenticated. 
7.	AMF / SEAF finalizes the EAP session towards the UE.
8.	SEAF calculates the KAMF as specified in 3GPP TS 33.501 [2] with the difference that not a real SUPI, but a reserved string is used as input to the key derivation function. The calculation of the remaining 5G keys is according to 3GPP TS 33.501 [2].
9.	UE calculates all 5G keys according to the definitions in TS 33.501 [2], with the difference that not a real SUPI but the same reserved string also used by the SEAF is used as input to the key derivation function.
After the one-way authentication has been executed, the UE can request a restricted PDU Session as studied in TR 23.007-7 [3] and currently standardized in TS 23.501 [4]. The actual provisioning of the Subscriber profile is executed subsequently and outside the scope of this solution.
Editors note: The security implications of skipping client authentication is FFS.
Editors note: The impact on the authentication procedure if the UDM is not involved in the choice of authentication method is ffs.
Editors note: It is ffs how the root certificate used to verify the O-SNPN server cerifificate is pre-provisioned in the UE.
Editors note: Interoperability between different authentication method and identification of potential bidding down attacks is FFS.
Editors note: The construction of SUCI based on information provisioned to the UE is FFS.
[bookmark: _Toc66185435][bookmark: _Toc56501625]6.19.3	System impact
TBD
[bookmark: _Toc66185436][bookmark: _Toc56501626]6.19.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.


****** END OF CHANGES ****
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