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[bookmark: _GoBack]1	Decision/action requested
The contribution proposes to update the conclusions for Ki#4 related to support of UE onboarding without client credentials
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3	Rationale
During the study phase solutions 19 and 14 have been introduced, which do not require the need of client credentials for primary authentication.
Potential drawbacks resulting from the fact the unauthenticated UE might abuse the onboarding network for purposes other than provisioning can be prevented by restricting onboarding connectivity to trusted provisioning servers.
Since all relevant provisioning protocols are expected to provide own end to end security mechanism between onboarding UE and provisioning server omitting client authentication does not add any attack vector.
The solutions are especially suited for provisioning protocols, which do not require integration with a default credential server, like the consumer variant of GSMA RSP [3]. Requiring integration between an onboarding network and a default credential server for the purpose of primary authentication would heavily impede the deployment of the consumer variant of GSMA RSP without adding additional security.
Furthermore, the solution is also well suited for high security scenarios occurring for instance in isolated industrial networks, which prohibit the direct interaction of an onboarding UE with an external server, like the default credential server. Instead of directly communicating with an external default credential server the onboarding UE could interact with a local registrar as described in [4].
Thus, possibility to access an onboarding network without need for client authentication provides the easiest and very secure way for the SNPN ecosystem to adopt onboarding. 
Proposal SA3 should conclude that UE onboarding using one-way authentication, i.e., EAP-TLS authentication without client authentication shall be supported.
4	Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
[bookmark: _Toc513475456][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc66185442]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
[bookmark: _Toc66185443]7.1	Conclusions on KI #1: Credentials owned by an external entity

In case that the external entity is 5GS aware (i.e., has the AUSF/UDM and is capable of deriving 5G key hierarchy after a successful primary authentication), it is concluded that the existing 5GS roaming architecture is reused.
In case that the external entity is non-5GS aware (legacy AAA server), the following is concluded:
· The SNPN access with a credential owned by an external entity is performed via an AUSF in the SNPN that is enhanced to interface with the external entity. 
Editor’s Note: Further conclusion(s) are FFS.

7.4	Conclusion on KI #4: Securing initial access for UE onboarding between UE and SNPN
An onboarding SNPN may enable registration of onboarding UE's for onboarding purposes, which does not require authentication of the onboarding UE. During the registration the onboarding UE and the onboarding SNPN may authentication.
The authentication may be based on one-way or two-way authentication schemes.
Note: It can be decided during normative phase, if this form of authentication shall be a variant of primary authentication, or if a new term, like onboarding authentication, shall be introduced.
Editor’s Note: Further conclusion(s) are FFS.
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