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1	Decision/action requested
Endorsement of analysis of architectural options 
2	References
[bookmark: specNumber][1]	3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
[2]			3GPP TR 23.700-07:” Study on enhanced support of non-public networks”
3	Rationale
In the study by SA2 [2] the question of whether an interworking function between the AUSF and AAA was need or the AUSF can be enhanced to support a direct interface to the AAA.
[bookmark: _Hlk71208367]NOTE 2:	The interactions or interfaces between the existing/enhanced AUSF (or new NF) and the AAA server can be defined by SA2 during normative phase e.g. based on SA3's feedback.
This discussion paper aims to provide the rational for a feedback to SA2. 
Currently two options are being discussed, one with an IWF and another without. We would like to share some lights on the security aspects of both solutions. The assumptions for both solutions are that the AUSF/IWF communicates with the AAA using either Diameter (AAAS), or RADUIS or another IETF standardised algorithm. Proprietary algorithms are out of scope. A well-established fact is the both RADIUS and Diameter relies on transports layer security to ensure confidentiality, authenticity and integrity of the protocol. Additionally, both algorithms are also peer-to-peer algorithms assuming no translation between. 
Analysis of solutions with IWF:


The solution consists of an interface between the AUSF and IWF. The interface is utilising SBI which is based on REST API. The RESTful api can be based on HTTPS which enables TLS or SSL as the protection scheme. The IWF and AAA interconnects using Diameter or Radius over TLS.
Observation 1: The solution enables a hop by hop security scheme where the IWF acts as the hop. The introduction of the hop increases the trusted computing base of authentication to contain both AUSF and IWF. Additionally, the hop by hop scheme enable the IWF to manipulate or eavesdrop on the authentication messages send to the AAA.
Observation 2: Due to the interworking function, the AUSF is not aware of the authentication status during establishment of the TLS between IWF and AAA. Therefore, the AUSF is also not aware of which AAA the IWF is connected to during authentication.
Observation 3: The attack surface from externally is towards the IWF. Please have in mind that the interface is TLS based and integrity and confidentiality protected. Additionally, TLS is a proven technology which has been hardened over years.
Analysis of solution without IWF:


The solution only has one interface between AUSF and AAA. The security scheme is based on TLS with RADIUS or diameter on top.
Observation 4: The solution enables a peer to peer connection without any hops.
Observation 5: The AUSF is aware of which AAA is authenticating the UE due to the direct connection.
Observation 6: The attack surface from externally is towards the AUSF. Please have in mind that the interface is TLS based and integrity and confidentiality protected. Additionally, TLS is a proven technology which has been hardened over years.
Resume:
Introducing the IWF increases the TCB and makes the AUSF unaware of the AAA authentication status or messages send to the AAA. The IWF contains the same functionality for connecting to the AAA, as if the connection was from the AUSF, making the code base of the external attack surface the same and therefore equally likely to contain security flaws, which can be utilised to compromise the system. Following good security practices and penetration testing technics can minimise the likelihood of issue but not remove it. Please have in mind that the code of interest is the implementation of the TLS stack, which have been hardened over year and a proven technology. Having this in mind the interworking function adds additionally complexity and an opportunity to intercept messages between the authentication peers, the AUSF and AAA, if compromised. Additionally, it enables the adversary which has compromised the IWF to access the SBI and directly contact other Network function in the core. 
4	Detailed proposal
Proposal: Based on the resume, it’s proposed to send an LS to SA2 which architectural decisions can be take on an enlightened basis.
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