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Decision/action requested

Discussion around the optionality of EAP ID request in NSSAA procedure
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Rationale

Current specification of the Network Slice Specific Authentication and Authorization (NSSAA) procedure as shown in 3GPP TS 33.501 [1] and 3GPP TS 23.502 [2], includes an initial optional step at the AMF to request the EAP ID to the UE. 
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Figure 16.3-1 (3GPP TS 33.501): NSSAA procedure
As it can be seen in this flow from 3GPP TS 33.501, steps 2 and 3 are defined as optional steps as follows … 

2.
The AMF may request the UE User ID for EAP authentication (EAP ID) for the S-NSSAI in a NAS MM Transport message including the S-NSSAI. 

3.
The UE provides the EAP ID for the S-NSSAI alongside the S-NSSAI in an NAS MM Transport message towards the AMF.

While the AMF request of the EAP ID to the UE is defined as optional, the EAP ID is defined as mandatory information required for the rest of the signalling up to the AAA-S. Corresponding stage 3 specifications 3GPP TS 29.526 [3] and 3GPP TS 29.561 [4] also specify the EAP ID as mandatory information within the Nnssaaf_NSSAA_Authenticate Request (step 4) and in the request sent to the AAA-S (step 5).   
However, stage 2 specifications do not define the conditions upon which the AMF may not request the EAP ID from the UE and how in these cases the AMF would be able to include the EAP ID for the UE in the subsequent requests towards the NSSAAF and the AAA-S.  
Observation_1: 3GPP TSs do not specify the conditions upon which the AMF may not request the EAP ID from the UE and how in these cases the AMF would be able to include the EAP ID for the UE in the subsequent requests towards the NSSAAF and the AAA-S.  

In a similar scenario, the SMF also requires the UE EAP-ID to initiate the secondary authentication procedure towards the AAA-S. In this case, the step for the request of the UE EAP-ID is defined in section 11.1.2 of 3GPP TS 33.501 [1] as follows …
9. The H-SMF shall send an EAP Request/Identity message to the UE.

10. The UE shall send an EAP Response/Identity message contained within the SM PDU DN Request Container of a NAS message. The SM PDU DN Request Container includes its DN-specific identity complying with Network Access Identifier (NAI) format and PDU session ID.

To avoid the additional round-trip in steps 9 and 10, the secondary authentication identity may be sent by the UE in step 4.
This is, the SMF may skip the request of the EAP-ID to the UE if the UE had previously provided the EAP ID within the PDU establishment request received by the SMF. 
However, for the NSSAA case, the possibility for the UE to provide the EAP ID to the AMF within the registration request has not been defined and it will not be possible to define such possibility for Release 16 since specifications are already frozen.  
Observation_2: It is not possible to define the possibility for the UE to provide the EAP ID to the AMF within the registration request for Release 16 as the release is already frozen.  

Therefore, it is proposed to define that the EAP ID request within the NSSAA procedure is made mandatory. In this way it is ensured that the AMF will always get the EAP ID with no impact on current stage 3 specifications.  

Proposal_1: It is proposed to define that the EAP ID request within the NSSAA procedure is made mandatory. In this way it is ensured that the AMF will always get the EAP ID with no impact on current stage 3 specifications.  
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Detailed proposal

It is proposed to define that the EAP ID request within the NSSAA procedure is made mandatory. In this way it is ensured that the AMF will always get the EAP ID with no impact on current stage 3 specifications.  
The corresponding update is proposed in the accompayining CR 1095 (S3-211689) to TS 33.501 Release 16 version. The same update is also proposed for the Release 17 version of TS 33.501 in CR 1096 (S3-211700).

Since the NSSAA procedure is also defined in 3GPP TS 23.502 [2], it is proposed to send an LS to SA2 requesting that 3GPP TS 23.502 [2] is updated accordingly. A draft version for that LS is provided in LS S3-211719.
