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1. Overall Description:

3GPP TSG SA WG3 thanks for the replied LS in S3-211409, asking more information. SA3 has discussed the LS, and approved the SID. 
SA3 is happy to collaborate with GSMA SECAG on penetration testing as well. Please find the answers to the questions in the below:
Q1: More details on the scope of the penetration testing within 3GPP SCAS specification that SA3 intends to study. 
A1: SA3 will study the methodology of penetration testing. Specifically, SA3 can study the following aspects: 

- Whether to perform the penetration test on network product level or network level 

- Whether a Black box or a white box approach is used to perform the penetration test 

- Documenting the difference between 3GPP tailored penetration test and traditional penetration testing if exits? 

- Which level compared to CC that SA3 intends to define? 

- The procedure on performing penetration testing, such as the pre-testing preparation requirements to the evaluator and the vendor, the test evaluating steps, the report handling.

- How to reduce the impact on the experience of a tester, and whether SA3 needs to define a basic testing scope?
- Whether the pen testing is mandatory to perform can be determined during the study phase.

Q2: Clarify more the benefits and the additional level of assurance that is expected by adding penetration testing to NESAS/SCAS scheme.

Currently NESAS/SCAS is submitted as a candidate for certification in EU under the CyberSecurity Act but one important requirement in CSA Article 52 says: 

The evaluation activities to be undertaken shall include at least the following: a review to demonstrate the absence of publicly known vulnerabilities; testing to demonstrate that the ICT products, ICT services or ICT processes correctly implement the necessary security functionalities at the state of the art; and an assessment of their resistance to skilled attackers, using penetration testing. Where any such evaluation activities are not appropriate, substitute activities with equivalent effect shall be undertaken.
This means to make NESAS/CSA competitive and able to handle stringent requirements for critical 5G components it is essential that it contains some level of pen testing.

2. Actions:

To GSMA SECAG group

SA3 respectfully requests GSMA SECAG to take above information into account.
3. Date of Next TSG-RAN2 Meetings:
SA3#103Bis-e
5 - 9 ~July 2021

Electronic meeting (TBC)

SA3#104-e
16 - 27 August 2021
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