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1 Decision/action requested 

This contribution proposes to update solution #28 in TR 33.853
2 References
3 Rational
It is stated in SA2’s reply LS S2-2101306, 

“SA2 prefers for a “combined SMF+PGW-C” to supply the policy to the MME (as outlined in solution #15 of SA3 TR).” ,

Thus, the Editor’s note “It is FFS to decide whether this solution can be adopted based on the decision which entity provides UP IP policy, MME or PGW-C+SMF.” can be deleted, since the solution proposes that the PGW-C+SMF provides UP IP policy to the MME.
Besides, the contribution also proposes to add some additional steps: if MME supports UP IP, the AMF sends an indication to the SMF+PGW-C, and the SMF+PGW-C shall send the UP security policy to the AMF when receiving the indication. Otherwise, the SMF+PGW-C shall not interworking the EPS bearer whose UP IP policy is set as “required”. Because the SMF+PGW-C does not know the UE and the MME’s capability, and should avoid sending UP security policy whose IP policy is set as “required”. 
In addition, the contribution also supplements the evaluation part to clarify upgraded scenario and legacy scenario.
4 Detailed proposal
*************** Start of 1st Change ****************

6.28

Solution #28: Interworking from 5GS to EPS

6.28.1
Introduction

The solution addresses key issue #7. The solution provides a whole picture for UP security policy handling of interworking from 5GS to EPS.

6.28.2
Network options affected

This solution is applicable to the following network options:

- Option 1 – eUTRA with EPC

- Option 2 – NR standalone with 5G Core

- Option 3 – EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 – 5G core based Dual Connectivity (NR master – eUTRA secondary)

- Option 5 – 5G core with eUTRA 

- Option 7 – 5G core based Dual Connectivity (eUTRA master – NR secondary)

6.28.3
Solution description

Currently, there is restriction for interworking as depicted in clause 5.10.3 in TS 23.501 [12], 

“For PDU Sessions with UP integrity protection of UP Security Enforcement Information set to Required, the SMF shall not trigger the EPS bearer ID allocation procedure in TS 23.502 [3] clause 4.11.1.4.”, 

It means that when one of the PDU session’s UP integrity protection policy is set to “Required”, this PDU session cannot be interworked from 5GS to EPS because no EPS bearer ID is allocated.

As depicted in clause 4.11.5.3 in TS 23.502 [13], 

“Step 4: If the EPS Interworking indication received from AMF indicates that the UE supports EPS interworking and the SMF determines, based on the EPS interworking support indication from the AMF and additional UE subscription data (e.g. whether UP integrity protection of UP Security Enforcement Information is not set to required, EPS interworking is allowed for this DNN and S-NSSAI), that the PDU Session supports EPS interworking, the PGW-C+SMF FQDN for S5/S8 interface is included in the Nudm_UECM_Registration Request.”, 

it means that when one of the PDU session’s UP integrity protection policy is set to “Required”, this PDU session cannot be interworked from 5GS to EPS because SGW cannot find PGW-C+SMF with its FQDN for S5/S8 interface.

However, if UP integrity protection is supported in EPC, such restriction should not be valid. Thus, this solution proposes as below:

-
When the UE is in 5G, if the network knows that the UE supports user plane integrity protection with an eNB, the restriction for interworking shall be cancelled. And the PGW-C+SMF also prepares mapped UP security policy for EPS, and stores it in EPS bearer context.

-
During or after 5GS to EPS interworking procedure, e.g. 5GS to EPS idle mode mobility, 5GS to EPS handover, since PGW-C+SMF has already stored UP security policy in EPS bearer context, the new MME can retrieve EPS bearer context with UP security policy from PGW-C+SMF via AMF transparently.

-
The eNB can retrieve UP security policy from the MME, and use AS SMC and RRC Reconfiguration procedure to configure the usage of UP Integrity Protection with the UE.

6.28.3.1
Impacts to 5GC procedures

During Registration procedure, the AMF receives indication that the UE supports user plane integrity protection with an eNB from the UE, and stores it in the UE context.

During the PDU session establishment procedure enhanced for interworking, the procedure is the same as the procedure depicted in clause 4.11.5.3 in TS 23.502 [13] with the following modifications:

-
In step 3, if the AMF knows UE support UP IP with eNB according to the UE context, the AMF sends the indication that the UE supports user plane integrity protection to the SMF+PGW-C. 

-
In step 4, the SMF+PGW-C determines whether restriction of EPS interworking is still available based on the received indication, i.e. if the indication is received, the SMF+PGW-C can provide PGW-C+SMF FQDN for S5/S8 interface to the UDM without considering the UP integrity protection.

-
After step 4, if the indication is received, the PGW-C+SMF can trigger EPS Bearer ID allocation procedure as depicted in clause 4.11.1.4.1 in TS 23.502 [13] without considering the UP integrity protection.

-
After step 4, if the indication is received, the PGW-C+SMF also maps UP security policy from PDU session to EPS bearer, and stores it in EPS bearer context.

6.28.3.2
5GS to EPS Idle Mode Mobility

The procedure is the same as the procedure depicted in clause 4.11.1.3.2 in TS 23.502 [13] with the following modifications:

-
In step 5a, if both MME and UE support user plane integrity protection, the AMF sends an indication in the Nsmf_PDUSession_Context Request message.
-
In step 5c and 6, if the SMF+PGW-C receives the indication, and already stored UP security policy in EPS bearer context, the SMF+PGW-C sends UP security policy in the EPS bearer context to the AMF, and the AMF sends the EPS bearer context to the MME transparently. If the SMF+PGW-C does not receive the indicator, the SMF+PGW-C shall not send the EPS bearer context whose UP IP policy is set as “required”.
After receiving the UP security policy, the MME maps the UE security policy from EPS bearer to E-RAB, and   sends it to the eNB during any existing procedures, e.g. attach, service request, bearer management procedure, etc. 

6.28.3.3
5GS to EPS Handover

The procedure is the same as the procedure depicted in clause 4.11.1.2.1 in TS 23.502 [13] with the following modifications:

-
In step 2a, if both MME and UE support user plane integrity protection, the AMF sends an indication in the Nsmf_PDUSession_Context Request message.
-
In step 2c and 3, if the SMF+PGW-C receives the indication, and has already stored UP security policy in EPS bearer context, the SMF+PGW-C sends UP security policy in the EPS bearer context to the AMF, and the AMF sends the EPS bearer context to the MME transparently. If the SMF+PGW-C does not receive the indicator, the SMF+PGW-C shall not send the EPS bearer context whose UP IP policy is set as “required”.
-
In step 6, the MME maps the UE security policy from EPS bearer to E-RAB, and sends it to the eNB in the Handover Request message.


6.28.4
Solution evaluation

The solution can meet security requirement for key issue #7 for interworking from 5GS to EPS.
The solution impacts UE, eNB, MME, AMF and SMF+PGW-C.
If UE or eNB have not been upgraded to support UP IP, then UP IP is not supported absolutely.

If UE and eNB have been upgraded, and the eNB is configured with local UP security policy based on solution 20,

· If AMF, MME, and SMF+PGW-C have been upgraded, the solution unlocks the current restriction for 5GS to EPS interworking, so that the eNB can retrieve the UP security policy (even the UP IP policy is set as required) from the UDM in 5GC.
· If AMF or MME or SMF+PGW-C have not been upgraded, the eNB can use locally configured UP security policy.
*************** End of 1st Change ****************
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