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1
Decision/action requested

This paper provide analysis/observations to GSMA LS on potential slice issues in core networks
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3
Rationale

3.1 Introduction

GSMA requests 3GPP to consider the following three attack vectors to a sliced 5G core network and evaluate 
- whether current specifications sufficiently mitigate the potential threats, or 
- whether further clarifications and mitigation measures are required. 
In this paper, observations and recommendation are provided.  
3.2 Potential attack vectors and observations
3.2.1 Theft of Access Token

A legitimate NF-2, used for slice 2 but controlled by an attacker, requests a token from an NRF to access a common NF-C (shared between slice 1 and slice 2). The request has been maliciously modified with Slice 1’s S-NSSAI/NSI-ID. In the description, the NRF would issue a token to NF-2 to allow it to access NF-C, as NF-2 is legitimate to access NF-C. The access token issued can be used to access resource for slice A, as slice 1’s S-NSSAI/ NSI-ID is used in the initial request. 

Observation 1: An NRF shall not issue a token to NF-2 to access slice 1’s resource. Based on the access token request, the NRF shall be able to verify that the identity of the NF-2 (for slice 2) does not match the claim (using S-NSSAI of slice 1). In fact, this has been stated in clause 13.4.1.1.2 (step 1) of TS33.501, e.g.
The NRF checks whether the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF shall then generate an access token with appropriate claims included.
In stage 3 spec that CT4 is developing, an example or NOTE may be included to illustrate this mismatch scenario, if deemed necessary. 
3.2.2 OCI mis-usage
A legitimate NF-2 used for slice-2 requests a token from an NRF to access a common NF-C (shared between slice 1 and slice 2), as per normal. After receiving the legitimate token, it sends an Overload Control Information (OCI) to the common NF-C. The OCI message has been maliciously modified with slice 1’s S-NSSAI/NSI-ID. Based on the description, the common NF-C would accept the message and starts OCI to slice A and causing DoS to other users in slice 1. 

Observation 2: the common NF-C shall not accept the OCI message as valid. Based on the OCI message, the common NF-C shall be able to verify the identity of NF-2 (for slice 2) does not match its profile (S-NSSAI is for slice 1). In fact, this has been stated in clause 13.4.1.1.2 (step 2) of TS33.501, e.g.

If the access token contains "additional scope" information (i.e. allowed resources and allowed actions (service operations) on the resources), it checks that the additional scope matches the requested service operation.
It is worthwhile mentioning that only an SMF may advertise S-NSSAI in the OCI. This implies the assumption is SMF will be controlled by an attacker. The impact of a compromised SMF, which manages all PDU sessions, will be much more detrimental than this attack. 
The practicality of this attack is low. In stage 3 spec that CT4 is developing (e.g. TS 29.500), a NOTE may be included for the OCI receiver to validate the OCI sender against its profile, if deemed necessary. 
3.2.3 User Loction Information Aquisition
Similar to the previous attack in 3.2.2, the legitimate NF-2 sends a user location request instead of OCI message to a common NF-C, AMF (shared between slice 1 and slice 2). The location request is for a user (with SUPI) not served by NF-2. In the description, the common NF-C would accept the message and report the user’s location, leaking privacy information. 

Observation 3: The common NF-C (AMF) shall not accept the location request message as valid. AMF shall be able to verify that the identity of NF-2 (for slice 2) does not match its profile (S-NSSAI is for slice 1). Again, this has been stated in clause 13.4.1.1.2 (step 2) of TS33.501, e.g.

If the access token contains "additional scope" information (i.e. allowed resources and allowed actions (service operations) on the resources), it checks that the additional scope matches the requested service operation.
Since there is no specific spec affected, there is no further action is recommended. 

4
Detailed proposal

Proposal: It is proposed to send a reply LS based on the observations above.  
