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1	Decision/action requested
It is proposed to discuss the SDT security issues and send an LS response to RAN2 based on the proposal below.
2	References
[1]	3GPP TS 33.501 “Security Architecture and Procedures for 5G System.”
[2]	S3-211426, “LS on Small data transmission.”
[3]	R2-2102841, “Signalling and NAS-AS interaction for SDT”, Intel Corporation, April 2021
3	Rationale
[bookmark: _Ref178064866]In RAN2#113Bis-e-Bis, RRC-based small data transmission (SDT) transmission and handling of non-SDT data during SDT transfer were discussed. Two scenarios were discussed using the CCCH approach, RRC resume procedure in the same cell and in different cells :
RAN 2 LS R2-2104401 asks the following two questions related to the Security of RRC Resume message resuing NCC, I-RNTI. 
“Q.1: Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g. similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?.
Q.2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be reused to initiate a new SDT procedure in a new cell?”
This contribution aims to discuss the questions in detail with our observations and proposals on how to handle the Security of RRC connection resume. 
The following figure shows the general SDT procedure via 4 step RACH:
[image: ]
Figure 1: RRC 4 step SDT procedure with Security

UE in an INACTIVE state initiates an SDT procedure by transmitting RRCResumeRequest (which may contain small data in the first UL transmission). Upon initiating the resume procedure during SDT initiation: UE resumes PDCP entities for SDT RBs which resets the PDCP COUNT DRBs. UE applies new security keys generated from the updated NCC provided in the previous RRCRelease message when sending the data in SDT-DRBs and/or SRBs securely. The UE resumes only RBs configured for SDT (called SDT-DRBs). After initial UL transmission, multiple UL/DL packets can be transmitted/received during the same SDT procedure while remaining in the RRC_INACTIVE state. Last DL SDT msg (for a given SDT session): UE in the INACTIVE state receives RRCRelease. Under normal scenarios, the RRCRelease message contains the new NCC and I-RNTI that is used for the next SDT procedure. DL data may also be included in this last msg.
Further, LS is asking for security analysis when non-SDT data is detected at the UE in the middle of SDT transfer. As the LS states, the following procedure
“One issue discussed in RAN2 is how to handle data generated from DRBs not configured for SDT during an SDT procedure since non-SDT DRBs are not resumed upon SDT initiation and thus are not reflected in buffer status reports. One option is to trigger a new RRCResume procedure, i.e., transmitting RRCResumeRequest message on CCCH. Per legacy procedure, the UE in RRC_INACTIVE initiates an RRCResume procedure upon receiving a request from NAS for UL data transmission. However, if an RRCResume procedure has already been initiated for SDT, this second ResumeRequest reuses the I-RNTI and resumeMAC-I in the same cell as UE has not received the new NCC. It has been noted in RAN2, that this reuse of the I-RNTI and resumeMAC-I can already happen in Rel-15/16 after reception of a RRCReject message. The UE may or may not have received network response before generating non-SDT data, i.e. before contention resolution.”
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Figure 2: CCCH approach-based non-SDT data detection and RRC resume[3].

In our understanding of this approach(as shown in figure 2), UE autonomously terminates the SDT session and moves back to legacy RRC_INACTIVE to re-trigger the RRCResumeRequest message upon detecting data on non-SDT DRB. All new data (both for SDT DRB and non-SDT DRB irrespective of whether DRB  are or not resumed) for/during SDT must arrive at the AS layer. The AS layer then checks if the data is for non-SDT DRB. If it is, the UE AS autonomously terminates the SDT session and moves back to legacy RRC_INACTIVE. It then indicates to NAS that the RRC connection has been suspended. NAS has to detect pending data (that was previously already processed by SDAP but not sent to/acknowledged by the network) to trigger another Resume request message. 
 
“Q.1: Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g., similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?.”
Per legacy procedure, the UE in RRC_INACTIVE initiates an RRCResume procedure upon receiving a request from NAS for UL data transmission. However, if an RRCResume procedure has already been initiated for SDT, as indicated in the LS, this second ResumeRequest reuses the I-RNTI and resumeMAC-I in the same cell as UE has not received the new NCC. It has been noted in LS that this reuse of the I-RNTI and resumeMAC-I can already happen in Rel-15/16 after the reception of an RRCReject message. In repeated RRC resume requests using the same I-RNTI and keys using old NCC(active KRRCInt) would result in the same ResumeMAC-I, leading to replay attacks. So, at least a new resumeMAC-I needs to be sent to avoid replay attacks in successive attempts. The question also mentions that repeating a resumeMAC-I is already done when RRC reject message is received from the gNB; in this case, UE repeats the message. 
Observation 1: CCCH message reusing the I-RNTI and resumeMAC-I without RRCReject will result in keystream repetition and replay attacks. 
Observation 2: A rogue UE may disrupt and redirect a downlink message intended to the real UE to itself by replaying the same RRC Resume Request message. 
Observation 3: A rogue UE may cause the network in a confusing state by replaying the same RRC Resume Request message.  This is because after receiving RRC Resume Request, the network neither receives any data from the Real UE nor has any downlink data sent to the real UE leading to a targeted DoS attack. 
Proposal 1:  To avoid potential Replay Attack, UE should not send Resume Request message with the same I-RNTI and resumeMAC-I.
[bookmark: _Toc490251255][bookmark: _Toc490252160]
Q.2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be reused to initiate a new SDT procedure in a new cell?”
Following figure 3, shows the issue in the question
[image: ]
Figure 3: Cell Reselection during SDT session
RAN2 agreed that UE and the network might transfer more than one data packet in the UL and DL during an SDT session.  UE is also likely to perform many SDT transfers. Therefore, after the abrupt termination of an SDT session, it might be desirable to enable a procedure that allows the UE to complete its SDT data exchange with the minimum data loss, duplication, and delay. For clarification, the scenario under consideration is captured in Figure 3, assuming that there might be up to 3 different gNBs involved:
-	gNB0, where the UE context was stored when UE was previously RRC_CONNECTED.
-	gNB1, where UE started the SDT session and cell reselection needs to be done.
-	gNB2, where the UE tries to initiate follow-up access after the abrupt termination of the previous SDT 
In this scenario, if UE attempts the new SDT procedure in the new cell before completing the SDT procedure in the first cell, it will not have received updated I-RNTI and NCC per the current legacy procedure. Therefore, by keeping the UE in RRC_INACTIVE after cell reselection of the SDT session, the UE will use the stored UE AS Inactive Context and potentially continue the ongoing SDT traffic with minimum data loss/duplication and delays. 
By reusing the same key and I-RNTI from the former cell, it will violate the forward security principle as UE, gNB1, and UE, gNB2 will derive the same keying material for SDT session continuation. 
Observation 4: By reusing the same key and I-RNTI from a former cell, it will violate the forward security principle as UE, gNB1, and UE, gNB2 will derive the same keying material for SDT session continuation
If we reuse the same security context, it may also lead to an additional delay for AS security context lookup where UE’s context was previously stored. Furthermore, with the same keys generated for UP data transfer, as anchor keys will be the same, repetition of keystream may happen if the data PDCP count is also reset. 
As described in the above observations, if a Resume from INACTIVE is allowed to reuse the same I-RNTI and same key after rejection, a potential replay attack is possible. Furthermore, using the same NCC and I-RNTI from a former cell is reused to initiate a new SDT procedure in the new cell that worsens the Attack. 
Observation 5: Reusing the same key and I-RNTI using from former cell leads to more security concerns and data duplication. 
Proposal 2:  To avoid potential security concerns when UE should not send Resume Request or data using same key and I-RNTI in the new cell.
[bookmark: _Hlk71405020]Solutions to get around this security issue could be possible, such as using horizontal key derivation from the old NCC.  These could be discussed further in SA3 if RAN2 wants to pursue this approach.
4	Detailed Proposal
[bookmark: _In-sequence_SDU_delivery]Considering the above observations, it is proposed to send LS reply in S3-211545 with the following two proposals:
Proposal 1:  To avoid potential Replay Attack, UE should not send Resume Request message with the same I-RNTI and resumeMAC-I
Proposal 2:  To avoid potential security concerns, UE should not send Resume Request using same NCC and I-RNTI in the new cell.
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