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1	Overall description
SA3 thanks RAN2 for the LS (R2-2104401/S3-211426) on Small data transmissions. Per the questions asked by RAN2, SA3 would like to provide answers as below.
Question 1: Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g. similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?
Answer 1: SA3 requests RAN2 to note the following regarding repetition of CCCH message in the same cell: 
· Repetition of RRCResumeRequest is a known vulnerability and SA3 are studying means to avoid this.
· Repetition of RRCResumeRequest for new use cases (e.g. indication of non-SDT data arrival) increases the vulnerabilities associated with RRCResumeRequest repetition in general and is not preferable from security perspective whilst SA3 are investigating means to mitigate these in the first place even existing use cases.
· Whilst until Rel-16, a gNB would only have to accept a repeated RRCResumeRequest only if it has sent an RRCReject to the UE in the past, with the new mechanism to allow autonomous repetition at the UE, the gNB has to accept all repeated RRCResumeRequests and this will impact the genuine UEs ongoing SDT session.
· If PDCP entities are restablished upon sending the repeated CCCH message, this will result in reuse of NCC for the same COUNT during the next session and this needs to be avoided, too.

Question 2:Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be re-used to initiate a new SDT procedure in a new cell?
Answer 2: SA3 requests RAN2 to note the following regarding repetition of RRCReumeRequest in a different cell: 
· Stored NCC value used for generating the security keys in the initial target gNB will be reused after cell reselection to target gNB2 if a new RRCResumeReq is sent in the target gNB and this is not preferable since this breaks the requirement for forward security.
· A malicious UE may repeat the old RRCResumeRequest in the previous target cell and this could lead to unintended context relocation and/or termination of the SDT session for the genuine UE in the new target cell and this is not acceptable from security perspective.

2	Actions
To RAN2 group
ACTION: 	SA3 would like to kindly ask RAN2 to take the answers above into account. 

3	Dates of next TSG SA WG 3 meetings
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