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1
Decision/action requested

It is proposed to approve this pCR in TR 33.854.
2
References

3
Rationale

It is proposed to add a conclusion on Key Issue #2
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.854.









***
BEGIN OF CHANGES
***

7
Conclusions


7.2
Conclusion on KI #2

For key issue #2 on Pairing authorization for UAV and UAVC:

· For 5GS: solution #5, solution #11, solution#14, solution #15 are chosen as the basis for normative work, based on the following key common principles:

· Pairing authorization is performed only after the UAV has been successfully authenticated/authorized by USS/UTM as per conclusion for key issue #1. 

· If UAV authentication and authorization by USS/UTM is performed during a PDU Session establishment procedure and if a common PDU Session is used for both USS/UTM and C2 communication, pairing authorization may be performed as part of that common PDU Session establishment, or separately as part of a PDU Session Modification.

· The UAV provides in the PDU Session establishment/modification request a CAA-level UAV ID and may provide pairing information (i.e., peer UAV-C information if available). The pairing information is part of aviation information.

NOTE:
Whether CAA-level UAV ID is sent by the UAV as part of pairing information or separately will be determined during normative phase with this aspect finalized by SA2 in TS 23.256. 
· The SMF triggers the pairing authorization procedure with USS/UTM via a UAS NF (aka UFES) when the UAV provides the CAA-level UAV ID and optional aviation information. The SMF provides transparently the aviation information along with CAA-level UAV ID to USS/UTM via UAS NF.

· The SMF receives from the USS/UTM authorization information (e.g., UAV-C IP address) for pairing authorization. The SMF uses that information to set the proper traffic forwarding rules in the PDU Session to enable C2 communication with UAV-C. The SMF receives from the USS/UTM aviation authorization information and may receive a new CAA-level UAV ID which it sends to the UAV in a NAS SM message. Aviation authorization information is provided to UE from the USS/UTM via the SMF and may include: UAS security information (e.g., security identifier, key material) along with non-security related information (e.g., indication of UAV-C change). The contents of the security information from USS/UTM are out of 3GPP scope. 

NOTE:
Whether CAA-level UAV ID is sent by SMF as part of aviation authorization information or separately will be determined during normative phase with this aspect finalized by SA2 in TS 23.256. 

· USS/UTM may trigger new pairing authorization (e.g., for a change of UAV-C) via UAS-NF providing new aviation authorization information and connectivity information. The SMF handles that information in a similar fashion as for initial pairing authorization and provides UAV with the new aviation authorization information.

· USS/UTM triggers revocation of pairing authorization via UAS-NF which notifies the SMF. The SMF performs the applicable procedures in response to the revocation notification (e.g., PDU Session modification or release if a dedicated PDU Session for C2 communication is used) by indicating pairing authorization revocation to the UAV to revoke authorization.

· For EPS: solution #13 is chosen as the basis for normative work, with similar principles as for 5GS above applied to SMF+PWG-C and PDN connection.

***
END OF CHANGES
***


