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Impacts 
	Affects:
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	Others (specify)
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	620062
	Security Assurance Specification for 3GPP network product
	SCAS for LTE

	790015
	Security Assurance Specification for 5G
	SCAS for 5G
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Justification

Penetration testing is an effective way to explore potential weaknesses of products so that they are not exploited by attackers, and this method has been widely used by security researchers, organizations and certification labs. In the industry, many penetration test methods or practices can easily be found like PTES, OWASP, PCI DSS, CC, NIST sp800-115 and so on. Unfortunately, they are mostly used for IT field.
On the other hand, penetration testing is becoming a common requirement both from operator side and government side towards telecom equipment. Some big tiers, as we know, even have their own penetration test teams and capability. And there are regulation trends that to ask ICT products, services and processes to be assessed thoroughly to show their resistance to skilled attackers in EU later for some domains. Besides, some regulators are investing whether one or some 5G network products will be marked as critical infrastructure. Since the NESAS/SCAS are ranked as basic level which cannot be used to certificate critical infrastructure, therefore in order to extend the usage of NESAS/SCAS, to promote NESAS/SCAS to substantial level and high level needs to be considered.
GSMA and 3GPP have jointly developed NESAS which includes 3GPP SCAS evaluation specifications, for the telecom field, especially for 5G. From an evolution point of view in order to enhance the assurance scheme, penetration testing is missing in the current SCAS and needs to be added in order to satisfy the requirements from both operators and government towards 5G thorough weaknesses assessment.
This study item aims to analyse and understand a tailored penetration test methodology, and to capture the requirements, scopes, activities, steps, the report and the report handling issues. 
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Objective

The objectives of this study item are to: 

· Investigate the penetration testing methodology tailored for 3GPP network products, include scopes of penetration testing, steps for a tester to perform penetration testing, activities for both vendors and testers, outcome of the penetration testing , etc., according to the GNP model that is defined in 33.926. To better understand this objective, examples are given below about the scope, steps, activities, and outcome 

· The scope comprises how many network products will be involved in the study, i.e. only one network entity or more than one network entity will be tested in one penetration testing. Either a network product or  more than one network products included in the penetration testing will be investigated during the study; 
· The steps for a tester to perform penetration testing will be investigated, such as  to investigate how many sections will be needed for 3GPP system. The steps will take the existing penetration testsing standard into account, such as PTES, OWASP, PCI DSS, CC, NIST. In each steps, one or more test cases will be investigated. By investing test cases, the penetration testing preserve the existing NESAS/SCAS characteristic and this may benefit to reduce the risk to rely on the experience of tester. The steps may at least include the preparation before testing, the test running, the result recording. 
· The activities refers to what vendors such as the document needs to be provided, and test labs need to do, such as the material to run the penetration testing; 

· To investigate the composition of the outcome and how to evaluate the outcome  of testing. . 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	New TR 33. xyz
	TR
	He Li, Huawei Technologies, lihe2@huawei.com
	TSG#94 (DEC 2021)
	TSG#95(MAR

2022)
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Work item Rapporteur(s)
He Li, Huawei Technologies, LIHE2@huawei.com
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Work item leadership

SA3
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Aspects that involve other WGs
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Supporting Individual Members
	Supporting IM name

	Huawei

	Hisilicon

	China Telecom

	China Unicom

	China Mobile

	CATT

	CAICT

	ZTE(?)

	Ericsson(?)

	Nokia(?)


