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1 Decision/action requested 

This contribution proposes to add security requirement for key issue#3 in TR 33.867
2 References
3 Rational
This contribution proposes to update the text of introduction and security requirement part in key issue #3 in TR 33.867.
4 Detailed proposal
*************** Start of 1st Change ****************

6.3
Key Issue #3: Modification or revocation of user consent 
6.3.1
Introduction

UDR (via UDM services) holds the user consent for user related data which is provisioned by MNO as a user subscription information. A service provider (external to MNO domain) can use Nnef_parameterProvision_Update service to update or to revoke the user consent to the UDM/UDR (when applicable).

In some regulatory domains, there exists a "right to be forgotten". In these, modification or revocation of user consent may require the data controller to delete the data related to the prior user consent.
6.3.2
Security threats

If user consent modification or revocation is done by an unauthorized party, a service to a consumer can be denied; or service might be granted to the consumer that should not have access to the user data. 

6.3.3
Potential security requirements

5GS shall support to delete the data related to the prior user consent if the user consent is modified or revoked.
5GS shall support to halt gathering and sharing of data related to the prior user consent as soon as the user consent is modified or revoked.

*************** End of 1st Change ****************
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