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Decision/action requested

For Information Only
2
Introduction
This discussion paper intends to list down a set of evaluation parameters to compare the solutions proposed for resolving Key Issue #1 of 3GPP TR 33.864, and tabulate how different solutions fare against those parameters. Further, the paper proposes to categorise the evaluation parameters into “must-have” and “nice-to-have”, and accordingly propose which solutions should or should not be a considered as a candidate for normative work. 
3
Solution Comparison
The following table summarizes the analysis of the solutions with respect to identified evaluation criteria. 
	Description/Solution #
	1
	2
	3
	4
	5
	6
	7
	8
	9
	S3-212093 Samsung
	S3-211572 ZTE

	Security Exposure - NAS Security Context via RAN
	No
	Yes
	No
	No
	No
	No
	No
	No
	Yes
	Yes
	No

	Security Exposure - Unprotected Messages after SMC
	Yes
	No
	Yes
	No
	Yes?
	No
	No
	No
	No
	No
	Yes?

	Security Exposure - Backward/Forward Security Issue?
	No
	Yes?
	No
	No
	No
	No
	No
	No
	Yes?
	Yes?
	No

	Security Exposure - Other Core (Security) Information and or AUSF Identity via RAN
	No
	No
	No
	Yes
	No
	Yes
	Yes
	No
	Yes
	Yes
	No

	Both Home & Visited Networks to be Upgraded
	No
	No
	No
	Yes
	No
	Yes
	Yes
	?
	No
	No
	No

	UE Impacted?
	Yes
	No?

	Yes
	Yes
	Yes
	No
	No
	Yes
	No?

	No?

	Yes?

	Does Solution Handle Legacy UEs
(Including impact due to mandating NAS SMC after AMF reallocation)
	No
	Yes?

	No
	No
	Yes
	Yes
	Yes
	No
	Yes?

	Yes?

	No?

	Support for all Connectivity Scenarios per Clause 4.3 for Legacy UEs
	No
	Yes?

	No
	No
	No
	Yes
	Yes
	No
	Yes?

	Yes?

	No?

	Nodes Impacted - RAN
	No
	Yes
	No
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	Yes
	No

	Nodes Impacted - AMF
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Nodes Impacted - AUSF
	No
	No
	No
	Yes
	No
	Yes
	Yes
	No
	No
	No
	No

	Nodes Impacted - UDM
	No
	No
	No
	No
	No
	Yes
	No
	?
	No
	No
	No

	Nodes Impacted - NRF/NSSF
	No
	No
	No
	No
	No?
	No
	No
	No
	Yes
	Yes
	No

	Dependency on Optional NFs (causing Roaming Issues)

	No
	No
	No
	No
	No
	No
	No
	No
	Yes
	Yes
	No

	Increased Signalling (e.g. additional SMC/Auth)
	Yes
	Yes
	Yes
	No
	Yes
	No
	No
	No
	Yes
	Yes
	Yes

	Requires Changes to SA2 Procedures?
(Including Existing Slicing Procedures)
	No
	No
	No
	No
	Yes
	No
	No
	Yes
	No
	No
	Yes

	Any other open issues?
	No
	No
	No
	No
	No
	Yes
	Yes
	No
	No
	Yes
	Yes


In this table, cells marked in yellow indicate open issues as described below:

· Solution #2: 
· 
· It is to be clarified if the solution may have backward security issues.
· It is highlighted that the solution may have UE impact due to running of additional SMC after reallocation (NOTE 1 in 3GPP TS 24.501 Clause 5.4.1.2)
· Solution #5:

· It is highlighted that this solution sends unprotected messages (e.g. identity request/ auth-request) after relocation to new AMF, which is similar to Solution #1,3. Even as it is on new RRC connection, it is neverthless unprotected. 
· Whether solution has NRF impact depends on outcome of discussion on S3-212101.
· Solution #6,7

· It is highlighted that solution may not work when UE sends Requested-NSSAI during SMC.
· Solution #8: 
· If UDM is to be used for provisioning keys, then the solution requires both Home and Visited Network to be upgraded for the solution to work. 

· It is under discussion how is the issue handled when AMF which got the request in Step #3 needs to re-route the request.
· Solution #9: 

· 
· The solution mandates presence of NSSF in the serving network if NSSF is used for storing security information
. 
· It is to be clarified if the solution may have backward security issues.
· It is highlighted that the solution may have UE impact due to running of additional SMC after reallocation (NOTE 1 in 3GPP TS 24.501 Clause 5.4.1.2)
· Solution #/S3-212093 (Samsung)

· The solution mandates presence of NSSF in the serving network if NSSF is used for storing security information. 
· It is to be clarified if the solution may have backward security issues.
· It is highlighted that the solution may have UE impact due to running of additional SMC after reallocation (NOTE 1 in 3GPP TS 24.501 Clause 5.4.1.2)
· It is highlighted that this solution may require new de-concealing functionality in 5G NFs to support asymmetric key based solution.
· Solution # S3-211572 (ZTE):
· Issues similar to Solution #5, it has been highlighted that solution may additionally have UE impacts.
· Evaluation to be updated in next meeting.
· Solution #4, 6, 7, 9 (or new solution proposed via S3-212093) expose new security identifiers like NAS_Sec_ID, AMF_AUTN, Kamfreal ID to RAN. This, however may not necessarily pose a security threat.
· Solution #5, 8,  S3-211572 (ZTE) do away with the need of RAN Re-route option, and don’t necesarrily follow the SA2 defined call-flows. However, since RAN Re-route option doesn’t work anyway, it should not be considered a drawback.
· 
4
Evaluation
Not all the parameters listed in Clause 3 can be considered as “go” or “no-go” criteria. For example, higher number of network-nodes impacted by a solution can be a negative aspect for it, but can’t be a “no-go” criteria if the solution provides better security and deployability than others. On the other hand, inability to support Legacy UEs needs to be considered as a “no-go” criteria. 
To evaluate the solutions, we need to first identify the absolute no-go criteria, and if there are multiple solutions which meet these criteria, other parameters can be considered to decide the most suitable option.

It is proposed that following parameters are considered as highest priority (no-go/must-have) to filter out some of the solutions. 
· Criteria #1: Solutions selected should have no serious security concerns
· Solution #1 & 3 propose to configure UE to accept (a limited set of) unprotected message from the network, after SMC has been executed. This dilutes the current security architecture, whereby a UE can accept only protected messages from the network after security has been established. The proponents of the solution have argued that both these solutions don't introduce any additional security risk apart from the ones that already exists.
· Solution #2 & 9 (and new solution proposed via S3-212093) propose to route NAS Security Context via RAN and may also have temporary backward/forward security issues. Some operators have raised concern with providing NAS Security Context to RAN. 

· In Solution #9, it is proposed that the NAS Security Context is protected before re-routing via RAN. Also, in this solution, though RAN node has access to all the parameters to retrieve the decryption key of the protected 5G NAS security context container, the proponents of this solution argue that it may not be able to do so as RAN Node does not have direct connectivity to NSSF. The RAN node is connected to the core network only by a limited number of reference point interfaces (N2 towards the AMF, N3 towards the UPF). So a RAN node will not have any SBA certificates to be able to invoke an NSSF (or another SBA NF) service.
· Criteria #2: Solutions selected should have no UE Impact, or should provide ways to handle Legacy UEs.
· Except for Solution #2, 5, 6, 7, 9 (and new solution proposed via S3-212093), all other solutions either have UE Impact, or do not provide a way to handle Legacy UEs.
· It is FFS if Solution #2, 9 (and new solution proposed via S3-212093) have UE impact due to running additional SMC after AMF relocation

· 
· Solution #5, though has UE impacts, it does provide a way for handling Legacy UEs.
· Solution #6, 7 are currently to have no UE Impact assuming no SMC is required in source AMF (See Open Issues)

Among the remaining parameters, it is proposed that following parameter is considered as higher priority to filter out some of the solutions:
· Criteria #3: Solutions selected should avoid dependency on both HPLMN and VPLMN for it to work
· If a solution requires updates to both HPLMN and VPLMN for it to work, it still has the risk of UEs running into infinite loop of try-and-fail-to-register while roaming, if one of the network has not yet upgraded to support the solution. 
· 
It can be argued why the following parameters are not considered as higher priority than those in Criteria #3:

· Increased Signalling

· Number of Network Nodes Impacted
It should be noted that none of these criteria carry the risk of UEs running into infinite loop of try-and-fail-to-register. These should be considered for weightage only if there are multiple solutions which pass the Criteria #1, 2 & 3.
Apart from that, some solutions expose AUSF identity to RAN, and it can be argued if this is really a good practice; especially while roaming. Similarly some solutions deviate from the current SA2 procedures in order to provide a clean solution. These criteria, while arguably valid, should not prevent SA3 from arriving at a “Good” solution to resolve the issue, and hence are not considered as big drawback in overall evaluation.
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Proposal

It is requested to use above mentioned criteria for Conclusion to Key Issue #1 in 3GPP TS 33.864.
�No


�No


�No


�No, mandating NAS SMC after re-allocation does not have any UE impact, or did I miss something?


�No, No, mandating NAS SMC after re-allocation does not have any UE impact, or did I miss something?


�No, mandating NAS SMC after re-allocation does not have any UE impact, or did I miss something?


�Yes


�Yes


�Yes


�Propose to remove this because it is unclear. 


�Removed the statement from solution 9 and S3-211572 about the roaming since I don't understand the comment. NSSF is in the serving network, what is the issue with roaming?


�When  mandating NAS SMC after re-allocation does not have any UE impact, or did I miss something?





