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Decision/action requested

It is requested to approve this contribution to update solution#1 in TR 33.862.
2
References
[1]
3GPP TS 33.434: "Service Enabler Architecture Layer (SEAL); Security aspects for Verticals".
[2]
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3
Rationale

This contribution is proposed to resolve the following Editor’s Note:
Editor’s Note: ID_Token format and its usage is FFS.

Based on TS 33.434, clause A.5.3 ID_tokens are optional to be acquired through the access token response. As ID_tokens usage in this procedure is not identified it can be removed from the procedure.
Editor’s Note: Further details on Authentication at step 10 is FFS.
As a procedure for SEAL key management, key material for establishing the IPsec tunnel is acquired by both MSGin5G server and 5GMSGS Client. The key material here could be the credentials for IKEv2 mutual authentication (for example Root certificate of CA or shared secret). 
4
Detailed proposal

*****Start of Change*****
6.1
Solution #1: Authentication and authorization between 5GMSGS client and MSGin5G server

6.1.1
Solution overview

This solution addresses the security requirement for the Authentication and Authorization between 5GMSGS client and MSGin5G server in key issue #2.
This solution uses SEAL server as an access token issuer and validator. SEAL Client authenticates with SEAL server as a result of which it receives access token using OpenID Connect protocol as specified in TS 33.434 [4].
Access token is used for authorization of the 5GMSGS UE Client to access/obtain the MSGin5G services.   
6.1.2
Solution details
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Figure 6.1.2-1: Authentication/Authorization framework for 5GMSGS client and MSGin5G servers
Step 1:
 SIM-C establishes a secure tunnel with the SIM-S. In this step the SIM-C provides the 5GMSGS UE identifier in case to associate the SIM-C with the 5GMSGS client.
Step 2:
 SIM-C sends an OpenID Connect Authentication Request to the SIM-S. The request contains an indication of authentication methods supported by the UE.
NOTE:
This solution works only if OpenID Connect protocol is supported by the system.
Step 3: User Authentication is performed between SIM-C and the SIM-S. On receiving OpenID Connect Authentication Request, SIM-S provides HTML page to the SIM-C. 

Step 4:
 SIM-C authenticates itself by giving username and password.
NOTE:
The primary credentials for user authentication (e.g., username/password) are based on MSGin5G service provider policy. The method chosen by the service provider is neither defined nor limited to the example (username/password) provided in this solution.
Step 5: SIM-S verifies the username and password and authenticates the UE.
Step 6:
 SIM-S sends an OpenID Connect Authentication Response to SIM-C containing an authorization code (AuthCode).

Step 7:
 SIM-C sends an OpenID Connect Token Request to the SIM-S, passing the AuthCode.

Step 8: SIM-S sends an OpenID Connect Token Response to the UE containing an access token (each which uniquely identify the user of the MSGin5G service). The access token is used by the 5GMSGS UE client to communicate and authorize the identity of the 5GMSGS UE client to the MSGin5G server. The access token and ID-token format is same as format defined in TS 33.434, Annex A.2.1 and A.2.2.
Step 9: 5GMSGS UE client gets the and access token from the SIM-C.

Step 10: As a procedure for SEAL key management, key material for establishing the IPsec tunnel is acquired by both MSGin5G server and 5GMSGS Client. The key material here could be the credentials for IKEv2 mutual authentication (for example Root certificate of CA or shared secret).
A secure IPSec tunnel is established between 5GMSGS UE client and MSGin5G server. 
Step 11: The 5GMSGS UE client initiates application registration procedure with the MSGin5G server, including the access token obtained from SIM-S at step 6 required for the 5GMSGS Client to register to the MSGin5G Server. 
The request also includes a 5GMSGS Client Profile for the 5GMSGS Client initiating the registration request. The 5GMSGS client profile includes UE ID, 5GMSGS Client ports, 5GMSGS Client ID, 5GMSGS Client capabilities.

Step 12: The authorization check for the application registration request is performed by verification of the access token issued by the SIM-S. The MSGin5G server obtains the access token validation service from the SIM-S.
Step 13: MSGin5G server sends the application accept or reject response based on the result of access token validation.

Editor’s Note: Whether SEAL supports handling 5GMSGS identifiers is FFS.



6.1.3
Solution evaluation

TBD
*****End of Change*****
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